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Software Testing — UCC6C — 10 Marks
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20. Compare Testing versus Debugging

To secure full marks for a 20-mark comparison question, you should provide a clear high-
level distinction, a structured comparative table, an architectural workflow diagram, and a
real-world scenario.

1. Conceptual Definitions

Software Testing: This is the systematic process of executing a program or system with the
explicit intent of finding errors, defects, or gaps between expected requirements and actual
behavior. Testing demonstrates the presence of a fault and measures software quality.
Debugging: This is a developer-centric, cognitive process that begins after a test case fails. It
involves analyzing the system state, locating the exact root cause of the failure within the
source code, and modifying the code to resolve the defect.

2. The Testing-Debugging Lifecycle Workflow

Testing and debugging do not happen in isolation; they form a continuous quality loop within
the Software Development Lifecycle (SDLC).

Test Execution: The QA engineer runs a test case (e.g., entering an invalid credit card
format).

Failure Observed: The system crashes or throws an unexpected error. A Bug Report is
generated.

Debugging Initiated: The developer accepts the bug report, reproduces the failure, and uses
tools (breakpoints, logs) to isolate the exact line of code responsible.

Code Fix & Code Deployment: The developer corrects the logic and compiles a new build.
Retesting (Regression Testing): The tester re-runs the original test case to ensure the bug is
gone and verifies that the fix did not break adjacent features.

3. Key Differences Table

When answering a 20-mark question, always use a structured table across multiple distinct
parameters to show a deep academic understanding.

Basis of . .
Comparison Software Testing Debugging

. To identify mismatches To isolate, analyze, and fix the
Primary . .

. against requirements and root cause of a known, reported
Objective

uncover hidden defects. defect.



Basis of
Comparison

Who Performs
1t?

Phase in SDLC

Prerequisites

Internal Code

Software Testing

Done by independent
Quality Assurance (QA)
engineers, testers, or end-
users.

A distinct, planned phase in
the SDLC (though
continuous in Agile).

Can begin as soon as
requirements are defined
(via test planning) before
code is written.

Can be done without seeing
the source code (Black-Box

Debugging

Done almost exclusively by
software developers and
programmers who write the code.

A reactive activity performed
during development or during the
testing/maintenance phases.

Cannot begin until a specific test
case fails or an anomaly is
reported.

Requires deep, line-by-line
understanding of the

Knowledge Testing). implementation (White-Box
approach).
Automation nghly automatgble using Primarily a manual, cognitive
Feasibility tools like _Selenlum, JUnit, troubleshootlng_ process assisted
or Playwright. by IDE debugging tools.
Test plans, test cases, bug Refactored code, source control
Key . .
g reports, and test execution commits, and resolved bug
Deliverables

metrics. tracking tickets.

4. Real-World Exam Example

To fully satisfy university evaluators, illustrate the difference using a practical application
scenario, such as an E-Commerce Checkout System.

The Testing Scenario: A QA engineer is verifying a checkout page. They enter a valid
promo code (SAVE20) on a $100 purchase, but the system charges the full $100 instead of
deducting $20. The tester logs a bug titled: "Promo code SAVE20 fails to apply 20% discount
at checkout." (This is Testing—proving a fault exists).

The Debugging Scenario: The developer assigns the ticket to themselves. They launch their
IDE, place a breakpoint at OrderTotalService.cs, and step through the execution
logic line by line. They discover that the conditional statement reads i £ (PromoCode ==
"save20") instead of using a case-insensitive comparison .Equals ("save20",
StringComparison.OrdinalIgnoreCase). The developer corrects the string
comparison logic, verifies the local fix, and commits the code. (This is Debugging—finding
and fixing the cause).




;o o Mwo o NP

21. Introduction to Path Testing (2)

Path testing is a structural (White-Box) testing technique that involves ensuring that every
possible executable path through a software module has been traversed at least once.

Instead of looking at code, think of a program as a map of roads (paths) connecting various
intersections (decision points). The goal of path testing is to ensure that a tester travels down
every single road on that map.

Primary Objective: To achieve complete path coverage, ensuring no hidden logical paths
contain undiscovered defects.
Basis: It is entirely based on the control flow and logical structure of the program.

2. Key Terminology

To write a comprehensive 20-mark answer, you must define the core building blocks of path
testing:

Node: Represents a sequence of statements or a single statement that executes together
without any branching (e.g., a simple action).

Edge: Represents the transfer of control between nodes (the link or arrow connecting two
actions).

Decision Node (Predicate Node): A point in the logic where a choice must be made,
creating a fork in the road (e.g., a Yes/No or True/False condition).

Path: A sequence of adjacent nodes and edges starting from the entry point of the program to
the exit point.

3. Real-World Simple Analogy (Non-Coding)
Let’s replace code with a simple daily life scenario to explain how path testing maps out.

Scenario: Logging into a Banking Mobile App
Imagine the steps required to check your bank balance on an app:

Step A (Node 1): Enter Username and Password.

Decision 1: Is the password correct?

If No (Edge 1): Show error message and block account after 3 attempts.
If Yes (Edge 2): Proceed to Step B.

Step B (Node 2): Prompt for 2-Factor Authentication (OTP).

Decision 2: Is the OTP correct?

If No (Edge 3): Show OTP error message.

If Yes (Edge 4): Proceed to Home Screen.

Step C (Node 3): Display Account Balance.

The Paths to Test:



To achieve Path Testing here, a tester must design test scenarios to cover every distinct route
from start to finish:

Path 1 (Success Path): Right Password $\rightarrow$ Right OTP $\rightarrow$ View
Balance.
Path 2 (Wrong Password Path): Wrong Password $\rightarrow$ Error Message.

Path 3 (Wrong OTP Path): Right Password $\rightarrow$ Wrong OTP $\rightarrow$ Error
Message.

4. Control Flow Graph (CFG)

In path testing, software logic is visualized using a Control Flow Graph (CFG). It converts
text-based decisions into a geometric diagram of nodes and edges.

How a CFG is structured:
Sequential Statements are grouped into a single node.

If-Then-Else Conditions split one node into two separate paths.
Loops create a path that curves back to a previously executed node.

5. Metrics and Coverage Levels

In a 20-mark question, it is vital to explain how path testing is measured. There are three
primary levels of coverage:

A. Statement Coverage

Ensures that every single instruction (node) is executed at least once.
Weakness: It might miss broken links or unhandled "else” conditions.

B. Branch/Decision Coverage

Ensures that every decision point (fork in the road) evaluates to both True and False at least
once.

Weakness: It tests individual branches but does not test how multiple branches interact
together.

C. Path Coverage

The strongest level. It ensures that all combinations of branches from start to finish are
tested.

6. Basis Path Testing & McCabe’s Cyclomatic Complexity

When programs grow large, testing every single combination becomes impossible due to
loops (which can create infinite paths). To solve this, we use Basis Path Testing designed by
Thomas McCabe.



It calculates the exact number of linearly independent paths you need to test to ensure basic
logical safety.

The Cyclomatic Complexity Formula:
$SV(G) =E - N +2%$

Where:

$V(G)$ = Cyclomatic Complexity (Number of independent test paths needed)
$E$ = Number of Edges (lines/arrows in the graph)
$N$ = Number of Nodes (circles/points in the graph)

Example Calculation:

If a simple system graph has 7 Edges and 6 Nodes:
$SV(G)=7-6+2=3%$

This means exactly 3 distinct test cases are required to achieve full independent path
coverage.

7. Step-by-Step Procedure to Perform Path Testing

. Draw the Graph: Convert the system requirements or logic flows into a Control Flow Graph
(CFG).

. Calculate Complexity: Use McCabe's formula to find out how many paths ($V(G)$) exist.

Determine the Basis Set: Identify the specific independent paths visually from the graph.

. Design Test Cases: Create specific inputs/data conditions that force the system to walk down
each identified path.

Execute and Verify: Run the tests and check if the actual paths taken match the expected

paths.

8. Advantages and Disadvantages

Advantages:

High Code Quality: It reduces hidden logical bugs that traditional functional testing might
miss.

Removes Redundancy: Helps identify dead segments of logic that can never be reached
under any condition.

Structured Test Design: Provides a concrete mathematical target (via Cyclomatic
Complexity) for when testing is "done".

Disadvantages:

Time-Consuming: For complex applications with multiple nested loops, the number of paths
grows exponentially (Path Explosion).

Does Not Catch Missing Requirements: If a feature was completely forgotten during
design, path testing won't find it because it only tests what is already written down.



9. Summary for the Examiner

Path testing is the ultimate structural testing methodology aimed at testing the internal
architecture of a system. By converting logic into structural paths, calculating complexity via
$E - N + 28, and executing unique paths, it ensures comprehensive test coverage and high
system reliability.

22. Steps of Syntax Testing (2)

Syntax testing is a formal, specification-based, automated Black-Box testing technique used
to validate the data validation logic of a system. It ensures that an application gracefully
handles both syntactically correct inputs and heavily malformed data without crashing or
exposing vulnerabilities.

1. Core Concepts

Target Systems: Highly applicable to systems accepting structured inputs, command-line
interfaces (CLIs), database engines, file parsers, web forms, and API endpoints.

The Grammar: The input criteria are formally defined using a structured format, typically
Backus-Naur Form (BNF) or Regular Expressions (Regex).

The Goal: To verify that the system's "syntax checker™ (input validator) acts as an ironclad
firewall, allowing valid transactions while rejecting and cleanly logging invalid entries.

2. Step-by-Step Workflow of Syntax Testing
Step 1: Analyze the Input Specification

Examine the functional requirement specifications, user manuals, or system documentation to
identify all data inputs, commands, and fields accepted by the system.

Step 2: Model the Syntax Rules (Formal Grammar)

Translate the informal documentation into a rigorous, formal mathematical grammar
representation using BNF or precise rules.

Example Rule: A valid internal Employee ID must start with "EMP-", followed by exactly 4
digits.

BNF representation:

<EmployeelD> ::= "EMP-" <Digit> <Digit> <Digit> <Digit>

<Digit> ::= IIOII | Illll | |l2|l | II3II | ll4ll | l|5ll | II6II | ll7ll | II8II | ll9ll
Step 3: Design Valid Test Cases (Top-Down Generation)

Generate test data strings that strictly follow the rules defined in the grammar. This tests the
successful processing paths of the software.

Example Valid Test Input: EMP-4821



Step 4: Design Invalid Test Cases (Syntax Mutation)

Systematically violate the formal grammar rules one mutation at a time to test the resilience
of the input validator. Avoid mixing multiple syntax errors in a single test string, as the first
error might mask the second one.

Type 1: Wrong Delimiter/Prefix $\rightarrow$ BMP-4821

Type 2: Incorrect Length (Too Short) $\rightarrow$ EMP-48
Type 3: Incorrect Length (Too Long) $\rightarrow$ EMP-48219
Type 4: Bad Characters/Data Type $\rightarrow$ EMP-48A1
Type 5: Null / Empty Input $\rightarrow$ (Leave field blank)

Step 5: Execute Test Cases and Evaluate System Behavior

Run the generated test strings through the target system and match the behaviors against
expected outcomes:

For Valid Inputs: The system should accept the data, process it completely, and return a
successful execution status.

For Invalid Inputs: The system must actively reject the input, prevent database commits,
maintain system stability (no crashes, unhandled exceptions, or memory leaks), and return a
meaningful, user-friendly error message.

3. Comprehensive Practical Example

Consider a text field in an application designed to receive an International ISO Currency
Code Amount (e.g., "USD 500").

Formal Syntax Definition:

<Expression> ::= <Currency> <Space> <Amount>

<Currency> ::="USD" | "EUR" | "GBP"

<Space>:=""

<Amount> ::= <Digit> | <Digit><Amount>
Complete Test Matrix for Examiners:

Test Input

Test Case ID String Type Expected System Behavior / Outcome
TC-VALID- USD 250 Valid Syntax Input accepted; routed to transaction
01 backend.

TC-VALID- EUR 10 Valid Syntax Input accepted; routed to transaction
02 backend.



Test Input

Test Case ID String Type Expected System Behavior / Outcome

TC- CAD 100 Invalid Rejected with Tessage: Unsupported

INVALID-01 Currency currency code.

TC- Rejected with message: "Invalid format
USD250 Missing Space ) V,\,” g var

INVALID-02 structure.

TC- Rejected with message: "Invalid format
UsD 250 Extra S

INVALID-03 xtra space structure.”

TC- USD 25A0 Non-numeric Rejected with message: "Amount must

INVALID-04 Amount be a whole number."

TC- GBP -50 Negative Rejected with message: "Amount must

INVALID-05 Amount be greater than zero."

By executing this systematic verification plan, syntax testing ensures that the software
application is highly resilient against garbage data entry and potential input injection attacks.

23. Explain the following:

(a) Transition Testing

1. Definition

State Transition Testing is a dynamic, black-box testing technique used when a system's
behavior changes depending on its current state and the input it receives. It ensures that the
system transitions smoothly from one valid state to another when an event occurs, and
properly blocks invalid transitions.

2. Core Components of Transition Testing
To secure full marks, you must define the four core elements that make up a transition:

« State: The current condition or situation of the system waiting for one or more events
(e.g., Locked, Unlocked, Empty, Full).

e Event (Input): An external trigger or stimulus that causes the system to react (e.g.,
Inserting a coin, Clicking a button).

e Transition: The actual movement or change from one state to another caused by an
event.

e Action (Output): The response or result generated by the system during a transition
(e.g., Displaying an error message, Dispensing a product).



3. Real-World Simple Analogy: An Automated Turngate (Subway Barrier)
Think of a standard mechanical barrier gate at a metro station.
« Initial State: Locked
o Event: You try to push the barrier without paying.
o Transition: It stays Locked (Invalid action).
e New Event: You Insert a Coin.
o Transition: The state changes from Locked $\rightarrow$ Unlocked.

e Subsequent Event: You Push the barrier to walk through.
o Transition: The state changes from Unlocked $\rightarrow$ back to Locked.

4. Artifacts Used in Transition Testing
Examiners look for these two critical design tools when grading this topic:
A. State Transition Diagram

A visual flowchart where States are represented by circles/boxes, and Transitions are
represented by arrows connecting them, labeled with the Event / Action.

B. State Transition Table

A matrix used to map out all possible combinations of states and inputs to identify negative
or hidden test cases.

Current State Event / Input New State Output Action

Locked Insert Coin Unlocked Unlocks the barrier

Locked Push Barrier Locked Sound error beep

Unlocked Insert Coin Unlocked Reject coin / Keep unlocked
Unlocked Push Barrier Locked Lock the barrier behind user

(b) State Testing



1. Definition

While Transition Testing focuses heavily on the movement and links between states, State
Testing focuses primarily on evaluating the integrity, attributes, and stability of the States
themselves.

It verifies that when a system enters a specific state, it completely satisfies all the conditions,
rules, and restrictions governing that state.

2. Core Focus of State Testing

o State Verification: Checking if the system is actually in the correct state after an
action (e.g., Is the account actually frozen?).

e Boundary Conditions of a State: Testing the exact limits that define a state.

o Stability: Ensuring the system can remain in a particular state indefinitely without
crashing, leaking memory, or timing out unexpectedly.

3. Real-World Simple Analogy: An Online Shopping Cart
Let's look at how State Testing evaluates an e-commerce shopping cart system.

o State 1: Empty Cart
o State Testing checks: Is the cart item count exactly 0? Is the "Proceed to
Checkout" button disabled?
o State 2: Active Cart (Items Added)
o State Testing checks: Does the total price calculate correctly? If the user adds
99 items (boundary), does the state remain stable?
o State 3: Checked Out (Paid)
o State Testing checks: Is the cart now locked so no new items can be added to
this specific order? Is the order ID finalized?

Key Differences: Transition Testing vs. State Testing

To maximize your score, include a comparison table to show the examiner you understand
the nuances:

Feature State Transition Testing State Testing
Primar The links and arrows (How The nodes and boxes (The actual
Focus y the system moves from State condition and properties of State A

A to State B). itself).



Feature State Transition Testing State Testing

. Validating sequences of Validating system properties, limits,
Testing fi d behavi hile sitting insid
Objective events, sequences of inputs, and behavior while sitting inside a

and checking for illegal paths. single state.
Key Tool State Diagrams and Transition Configuration checklists and state
Used Tables. boundary analysis.
Example Ensuring entering a wrong Ensuring that while in the
P PIN 3 times changes state to "Blocked" state, money cannot be
GO&| " " H 1
Blocked". withdrawn under any circumstance.

24. Discuss briefly logic based testing with examples. (2)

1. Introduction to Logic-Based Testing

Logic-Based Testing is a structural testing technique that focuses on the logical decisions
embedded within software requirements, design specifications, or source code.

Software systems constantly evaluate combinations of conditions (such as "AND", "OR", and
"NOT") to decide what action to take next. Logic-based testing ensures that all the individual
conditions, and the combinations of those conditions, are thoroughly tested to confirm the
software makes the right choices.

Primary Objective: To find bugs caused by incorrect logical expressions, missing
conditions, or flawed decision-making structures.

Where it is used: It is heavily utilized in both White-Box Testing (examining code logic)
and Black-Box Testing (examining complex business rules in requirements).

2. Key Terminology

To score well in a 20-mark question, you must precisely define the foundational terms used in
logical testing:

Boolean Variable: A variable that can only have one of two values: True or False.
Logical Operator: Symbols or words used to connect conditions, primarily AND, OR, and
NOT.



Condition (Predicate component): A single atomic logical expression that cannot be broken
down further (e.g., "Age > 18").

Decision (Predicate): A collection of conditions combined with logical operators that
evaluates to a final True or False (e.g., "Age > 18 AND Has ID = True").

3. Core Techniques of Logic-Based Testing

Logic-based testing is categorized into different levels of coverage, moving from simple to
highly rigorous.

A. Decision/Branch Coverage

This technique requires every complete decision to evaluate to both True and False at least
once.

Limitation: It looks at the decision as a whole but ignores the individual conditions inside it.
B. Condition Coverage

This requires every individual condition inside a decision to evaluate to True and False at
least once.

Limitation: It tests the individual pieces, but the overall decision might not actually toggle
between True and False.

C. Multiple Condition Coverage (MCC)

This is the most thorough approach. It requires testing every possible combination of truth
values for all conditions within a decision.

Formula: If a decision has $n$ independent conditions, you will need $2°n$ test cases.

4. Real-World Simple Example (Non-Coding)

Let’s look at a real-world scenario to see how logic-based testing maps out these
combinations.

Scenario: Credit Card Approval System

A bank automatically approves a credit card application if a customer meets the following
logic:

Decision Rules: The customer must have a High Income AND a Good Credit Score, OR
they must be a Premium Bank Member.

Let’s break this down into three simple logical conditions:

Condition A: High Income (True/False)



2. Condition B: Good Credit Score (True/False)
3. Condition C: Premium Member (True/False)

The logical rule looks like this: (A AND B) OR C
Designing the Decision Table (Multiple Condition Coverage)

To perform logic-based testing completely, we map out a truth table of combinations to test
how the system reacts:

Condition C

Test Condition A Condition B (Premium Expected Outcome
Case (High Income) (Good Credit) Member) (Approved?)

TC1 True True True True (Approved)
TC2 True True False ';r;eB()Approved via
TC3 True False True Z;‘ue (Approved via
TC4 True False False False (Rejected)
TC5 False True True gue (Approved via
TC6 False True False False (Rejected)
TC?7 False False True gue (Approved via
TC8 False False False False (Rejected)

By executing these 8 specific test cases, you guarantee that the logical processing unit of the
system contains zero structural defects.

5. Cause-Effect Graphing

When requirements feature massive amounts of intersecting logic, testers use a tool called
Cause-Effect Graphing.
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Causes: The inputs or conditions (e.g., entering a correct password).

Effects: The outputs or system actions (e.g., getting access to the account).

The Graph: Testers draw a diagram connecting causes to effects using logical gates like
AND, OR, and NOT. This graph is then directly converted into a Decision Table to generate
test cases.

6. Steps to Execute Logic-Based Testing

Identify the Decisions: Scan the requirements or code to find all conditional statements.
Deconstruct into Conditions: Break complex sentences down into simple, individual
True/False clauses.

Build a Truth Matrix / Decision Table: List all combinations of those conditions.
Determine Expected Outputs: Fill in what the system should do for every row.

Run Test Cases: Feed the exact data combinations into the system and verify the behavior.

7. Advantages and Disadvantages

Advantages:

Uncovers Hidden Edge Cases: It forces the tester to consider impossible or rare
combinations of events that standard functional testing misses.

Mathematical Rigor: It removes guesswork from testing by providing clear, mathematically
calculated combinations.

Prevents Business Logic Failures: Excellent for financial, insurance, and medical
applications where business rules are strict and complicated.

Disadvantages:

Combinatorial Explosion: If a decision has 10 conditions, you need $2°{10} = 1024$ test
cases. This can quickly become too massive to manage manually.

Requires deep analysis: Testers must spend a significant amount of time breaking down
requirements before they can even start testing.

8. Summary for the Examiner

Logic-Based Testing treats software behavior as a series of mathematical logic puzzles. By
isolating individual conditions, assembling them into decision matrices, and verifying every
combination of True/False variations, it ensures that the system's decision-making engine is
flawless and structurally sound.

Dec 2022
20. Elaborate the Model for Testing.(3)

1. Introduction



A Model for Testing is a standardized, structured framework that defines how testing
activities are planned, designed, executed, and evaluated throughout the software
development lifecycle.

Testing is not a single, isolated event that happens right before a product is released. Instead,
a proper testing model treats testing as a continuous process that runs parallel to software
creation. It acts as a roadmap, ensuring that quality checks are performed at every stage—
from reading the initial requirements to delivering the final product.

2. The Core Components of a Testing Model

Every standard testing model consists of three essential elements: Inputs, The Processing
Engine (Testing Activities), and Outputs.

Inputs: The materials testers need to start, such as business requirements, design documents,
and the software build itself.

The Testing Engine: The core phase where test cases are written, environment setups are
built, and tests are actually run.

Outputs: The final deliverables, such as bug reports, test coverage metrics, and the final
sign-off document.

3. Real-World Simple Analogy: Manufacturing a
Commercial Airplane

To understand how a testing model works without using technical code, think of how an
aerospace company builds and tests a new passenger airplane:

Requirement Testing: Engineers review the blueprints to ensure the cabin dimensions match
airline regulations before buying any metal.

Component (Unit) Testing: Before assembling the plane, the engine is placed on a
standalone test bench and turned on to see if it spins correctly.

Integration Testing: The engine is attached to the wing to ensure the fuel lines and
electronic controls communicate perfectly with the cockpit.

System Testing: The entire fully assembled airplane is flown by test pilots in extreme
weather conditions to see if the overall aircraft functions safely.

Acceptance Testing: The purchasing airline sends its own pilots to fly the plane before
signing the contract and transferring the money.

4. Key Phases of the Software Testing Life Cycle (STLC)

A comprehensive testing model breaks down the testing process into distinct, orderly phases.
Missing a single phase can cause the entire testing effort to fail.

Phase 1: Requirement Analysis
Testers study the product requirements to understand what the software is supposed to do.

Focus: Can this requirement be tested? Are there any contradictions or missing details?



Phase 2: Test Planning
A senior testing manager creates a master strategy document (The Test Plan).

Focus: Defining the scope (what to test and what not to test), estimating the budget, choosing
tools, assigning responsibilities, and setting deadlines.

Phase 3: Test Design and Case Development

Testers write detailed, step-by-step instructions on how to test individual features based on
the requirements.

Focus: Creating test data, writing clear test steps, and defining the exact "Expected Result"
for every scenario.

Phase 4: Test Environment Setup
Setting up the physical or virtual infrastructure where the testing will take place.

Focus: Preparing the hardware, databases, network configurations, and software versions so
they perfectly mimic the real world.

Phase 5: Test Execution

The actual testing takes place here. Testers follow their written steps, input data, and compare
what the software actually does against what it should do.

Focus: Identifying mismatches (bugs) and logging them into a tracking system for developers
to fix.

Phase 6: Test Closure & Reporting
The final phase occurs when testing goals are met (e.g., all critical bugs are fixed).

Focus: Analyzing test results, creating final metrics (e.g., "98% of tests passed™), and
providing a final quality report to stakeholders.

5. Famous Structural Testing Models
In an exam, mentioning the specific industry models demonstrates deep subject knowledge:

A. The V-Model (Verification and Validation Model)

The V-Model is the most famous execution of a testing model. It demonstrates that for every
single phase on the development side (left side of the V), there is a matching, corresponding
testing phase directly opposite it (right side of the V).

Left Side (Verification): Requirements $\rightarrow$ High-Level Design $\rightarrow$
Low-Level Design.



Right Side (Validation): Unit Testing $\rightarrow$ Integration Testing $\rightarrow$
System Testing $\rightarrow$ Acceptance Testing.
Core Principle: Testing design starts on day one, at the exact same time development starts.

B. Iterative / Agile Testing Model

In modern software, testing is cyclical. The software is broken down into small pieces, and
each piece goes through the entire testing model every few weeks.

6. Advantages and Disadvantages of a Structured Testing
Model

Advantages:

Early Defect Detection: By starting testing during the requirement phase, errors are found
before code is ever written, saving massive amounts of money.

Clear Organization: Everyone knows exactly what to test, how to test it, and when a project
is officially ready to launch.

High Quality Assurance: It minimizes the risk of catastrophic system crashes occurring
after the software reaches real users.

Disadvantages:

High Initial Overhead: Writing detailed plans, design matrices, and environment checklists
takes a lot of time and paperwork upfront.

Rigidity: Traditional models (like the VV-Model) handle changes in customer requirements
poorly if the project is already halfway completed.

7. Summary for the Examiner

The Model for Testing converts an chaotic, unstructured search for bugs into a disciplined,
scientific, and highly repeatable engineering process. By integrating validation checks at
every step of development—from initial ideas to final deployment—the model serves as a
quality gatekeeper that ensures software is reliable, secure, and fit for purpose.

21. Explain about the Transaction flow Testing
Techniques.(3)

1.Introduction

Transaction Flow Testing is a behavioral, black-box testing technique used to validate the
sequence of steps, operations, or events that fulfill a specific business transaction from start to
finish.

In this context, a Transaction is not just a financial payment; it represents any complete unit
of work initiated by a user or system event that passes through a series of processing steps
and results in a final outcome.



Primary Objective: To ensure that complex, multi-step workflows behave correctly
under various conditions, and that control flows seamlessly from one processing
module to another.

Usage: It is highly critical for large, distributed enterprise systems, such as e-
commerce platforms, airline reservation systems, and banking portals.

2. Core Concepts and Terminology

To construct a high-scoring exam answer, you must clearly define the structural building
blocks of a transaction flow:

Transaction Flow Graph: A visual model that represents the paths a transaction can
take through a system.

Birth (Entry Point): The initial trigger or user action that creates the transaction
(e.g., clicking "Book Flight™).

Steps (Processing Nodes): The individual operations, validations, or transformations
performed on the transaction.

Decision Nodes: Points where the transaction path splits into multiple routes based on
conditions (e.g., Is the item in stock? Yes/No).

Merges: Points where multiple different paths converge back into a single sequence
of steps.

Death (Exit Point): The final resolution of the transaction where it leaves the system
scope (e.g., order confirmed, or order canceled).

3. Real-World Simple Analogy (Non-Coding)

Let's look at a clear, non-technical scenario to understand how a transaction travels through a

system.

Scenario: Online Food Delivery App Workflow

Imagine the journey of a food order from the moment you click "Check Out" to the moment
the food arrives at your door.

Step-by-Step Flow:

1.
2.
3.

ok~

o

Birth: User submits an order cart.
Step 1: System checks restaurant availability.
Decision Point 1: Is the restaurant open?
o If No: Cancel transaction and notify user (Death A).
o If Yes: Proceed to Payment Gateway.
Step 2: Process payment.
Decision Point 2: Is the payment successful?
o If No: Prompt user to retry payment or cancel order (Death B).
o If Yes: Alert the restaurant and assign a delivery driver.
Step 3: Driver picks up and delivers food.
Death C: User signs for the delivery, closing the transaction.



4. Transaction Flow Testing Techniques

When designing test cases for transaction flows, testers use specific strategic approaches to
ensure comprehensive coverage without attempting to test an infinite number of paths.

Technique A: Path Selection Strategies

Because complex workflows can have thousands of path combinations (especially when
loops or error-handling routines exist), testers select specific paths based on risk:

1. The ""Happy Path™ (Main Flow): Testing the ideal, straightforward sequence of
events where absolutely nothing goes wrong (e.g., item is in stock, payment passes,
delivery succeeds).

2. The "Unhappy Paths" (Alternative Flows): Testing paths where conditions fail,
forcing the system to execute error-handling routines (e.g., card declined, server
timeout).

Technique B: Sensitization of Paths

Sensitization is the process of choosing precise, real-world input test data that forces a
transaction to flow down one specific, chosen path on the graph.

o Example: To test the "Restaurant Closed" path, the tester must select data for a
restaurant whose operating hours are set to closed at the current test time.

Technique C: Transaction Flow Inspections

A static verification technique where system analysts and testers visually walk through the
transaction flow diagrams before software execution. This helps spot loops that lead nowhere,
dead ends where a transaction can get permanently stuck, or missing logical branches.

5. Typical Defects Uncovered by Transaction Flow Testing

This technique is uniquely geared toward catching deep, system-level architectural flaws that
unit or component testing completely miss:

o Lost Transactions: The system processes a step but fails to hand control over to the
next step, causing the transaction to vanish into a "black hole".

e Dead Ends/ Stuck Transactions: A loop or missing exit branch causes a transaction
to hang indefinitely (e.g., an order status remains stuck on "Processing” forever).

e Incorrect Routing: A decision node routes a transaction down the wrong path (e.g., a
premium member is routed to a standard shipping queue).

e Double Processing: The system executes a processing step twice for a single
transaction (e.g., charging a customer's credit card twice).

6. Steps to Implement Transaction Flow Testing



1. Elicit the Flow: Study the business requirements to map out the entire lifecycle of a
transaction.

2. Draw the Flow Graph: Create a detailed blueprint mapping out all nodes, decisions,
paths, and exit gates.

3. Review for Anomalies: Audit the graph statically to ensure all paths cleanly reach a
designated "Death" (exit) point.

4. Select Test Paths: Prioritize the paths based on critical business risk and usage
frequency.

5. Define Test Data (Sensitization): Create specific data inputs designed to trigger each
distinct path.

6. Execute and Observe: Run the transactions through the system and ensure they
navigate and settle exactly as expected.

7. Advantages and Disadvantages

Advantages:

e Focuses on User Experience: It mirrors exactly how real-world customers and
business users interact with the system.

o Excellent System Integration Testing Tool: It verifies that completely different
components (e.g., frontend app, inventory database, third-party payment vendor) work
together harmoniously.

« Effective Risk Management: It ensures that the core business features that generate
revenue or value are thoroughly tested.

Disadvantages:

« High Complexity: In systems with hundreds of decisions and options, mapping out
every transaction flow can become overwhelming.

« Prone to Combinatorial Explosion: If multiple independent transactions interact or
loop together, the number of possible structural routes escalates exponentially.

22. Explain the data flow Model for program’s control
flow graph.

1. Introduction

While a standard Control Flow Graph (CFG) focuses entirely on the sequence of execution
(the routes, loops, and decisions a program takes), it treats the internal variables as invisible
passengers.

The Data Flow Model superimposes data tracking onto that existing structural map. It
focuses specifically on the life cycle of data objects (variables, values, or items) as they travel
along the paths of the CFG. It tracks where a piece of data is created, where it is modified,
where it is used to make a decision, and where it is destroyed.



Primary Objective: To find logical data anomalies, such as trying to use an item that was
never created, or destroying a value before it could be read.

Core Philosophy: Control flow paths are only useful if the data moving through them
remains accurate, safe, and uncorrupted.

2. Key Terminology and Data States

To secure high marks, you must define the precise states a piece of data can experience at any
node or edge within the CFG. We use three primary terms to describe these states:

Definition (d): This occurs when a variable or data object is created, initialized, or given a
new value. (e.g., setting a baseline value, filling an empty container).

Use (u): This occurs when the data object is read, calculated, or referenced to perform an
action. "Use" is further broken down into two types:

Computation Use (c-use): The data is used in a calculation to produce another value.
Predicate Use (p-use): The data is used directly inside a decision node to choose a control
path (e.g., checking if a balance is greater than zero).

Kill / Destruction (k): This occurs when the memory allocated to the data object is released,
cleared, or goes out of scope, making the data unavailable.

3. Real-World Simple Analogy (Non-Coding)

Let’s replace code with a non-technical, physical tracking scenario: A Luggage Tracking
System at an Airport.

Imagine a suitcase traveling through an airport conveyor belt system (the CFG).

Definition (d): At the check-in counter, an attendant attaches a tracking barcode tag to your
suitcase. The luggage identity is officially defined.

Computation Use (c-use): The conveyor belt scales weigh the bag to calculate the total
weight of the airplane cargo. The data is used for calculation.

Predicate Use (p-use): A scanning machine reads the barcode to decide whether the bag
goes down Route A (International flights) or Route B (Domestic flights). The data is used for
a decision.

Kill (K): You pick up your bag at your destination and rip the barcode tag off, throwing it in
the trash. The data tracking for that journey is killed.

4. Constructing the Data Flow Model on a CFG

To apply the data flow model, testers overlay data state annotations onto the nodes and edges
of a standard Control Flow Graph.

. Annotating Nodes: Every node in the CFG is labeled with the data operations occurring
inside it. For a given variable $x$, a node might be labeled as $d(x)$ if $x$ is defined there,
or $u(x)$ if $x$ is read there.

Def-Use (DU) Chains: Testers map out the links connecting a specific Definition node to all
the subsequent Use nodes that rely on that specific definition without an intermediate "Kill".



. Clear Paths: A path from Node X to Node Y is considered "definition-clear™ with respect to
a variable if the variable is defined at Node X, used at Node Y, and never rewritten or killed
anywhere in between.

5. Data Flow Coverage Criteria

In a 20-mark answer, you must explain the metrics used to measure how thoroughly the data
flow has been tested. These are called data flow coverage criteria:

All-Defs Coverage: The weakest criteria. It requires that for every variable definition, the
test cases track it to at least one use of that definition.

All-Uses Coverage: A stronger criteria. It requires that test cases execute clear paths from
every variable definition to every single possible use (both computational and predicate uses)
of that definition.

All-DU Paths Coverage: The most rigorous criteria. It requires testing all possible structural
paths between a definition and its subsequent uses, ensuring that different paths don't
accidentally corrupt or alter the data along the way.

6. Data Flow Anomalies (Bugs Caught by this Model)

The main purpose of mapping data flow over a CFG is to discover Data Flow Anomalies.
These are represented by unusual combinations of the states ($d, u, k$):

ur-Anomaly (Defined after Use): Trying to use or read a variable before it has been
formally defined. This is like trying to scan a luggage barcode before the tag has been
printed.

du-Anomaly (Double Definition): Defining a variable twice in a row without using it in
between. This means the first value was completely overwritten and wasted without ever
being read.

dk-Anomaly (Defined and Killed): Creating a data object and immediately destroying it
before any part of the program had a chance to read or use it.

7. Steps to Perform Data Flow Testing via CFG

. Draw the Basic CFG: Map out the structural control flow of the program using nodes
(actions) and edges (paths).

. ldentify Variables: Select the specific, critical data variables that need to be tracked.

. Classify Actions: Walk through each node and label it based on whether the variable is being

defined ($d$), used ($u$), or killed ($k$).

Map the DU-Chains: Draw lines connecting the nodes where data is born to the nodes

where that exact data is consumed.

Design Test Scenarios: Select execution paths through the graph that validate that data

remains pure, unbroken, and properly handled from definition to destruction.

8. Advantages and Disadvantages

Advantages:



Deep Architectural Logic Analysis: It catches complex, subtle bugs where a variable
behaves incorrectly only when a specific, rare sequence of decisions is chosen.

Improves System Maintainability: It highlights dead variables, redundant operations, and
inefficient data handling that bloats software performance.

Bridges Code and Business Rules: It directly verifies that information inputs are correctly
transforming into the expected business outputs across long, winding control paths.

Disadvantages:

High Complexity: In systems with hundreds of variables interacting simultaneously across
large control graphs, tracking every single DU-chain becomes exceptionally complex.

Tool Dependency: Because doing this manually for large structures is highly tedious, testers
must heavily rely on specialized static and dynamic analysis software tools to map the data
combinations effectively.

23. Write about the available Linguistics Metrics.(3)

1. Introduction

In software engineering, metrics are usually numerical and structural—such as counting lines
of code or calculating mathematical complexity. Linguistic Metrics, however, focus on the
language, text, readability, and structural meaning of the software's artifacts.

These metrics analyze the vocabulary, naming conventions, comments, and natural language
documentation used within a system. The core philosophy is that software is written by
humans for humans to maintain; therefore, the linguistic quality of the text directly impacts
how easily a system can be understood, modified, and debugged.

Primary Objective: To measure the psychological complexity, maintainability, and
readability of software artifacts.

Scope: Applies to source code text (variable names, function names), embedded code
comments, and formal documentation (user manuals, requirements specifications).

2. Core Categories of Linguistic Metrics

To structure a 20-mark answer effectively, you should divide linguistic metrics into three
distinct areas of application:

A. Code Vocabulary & Naming Metrics

This category looks at the literal text tokens used to build software components (such as the
names given to files, fields, or functions).

B. Comment and Documentation Metrics

This category measures the quantity and linguistic quality of the natural language text written
alongside the logic to explain it.

C. Readability & Text Comprehension Metrics



Borrowed from traditional linguistics, these metrics evaluate how hard or easy it is for a
human brain to read and comprehend the technical manuals or documentation of a project.

3. Detailed Available Linguistic Metrics (With Examples)

Metric 1: Naming Meaningfulness & Consistency

This metric evaluates whether the names given to system components accurately describe
what they do, avoiding vague terms.

Simple Text Example:

Poor Linguistic Quality: Naming a storage variable datal or x. It provides zero linguistic
context.

High Linguistic Quality: Naming the same variable CustomerTotal InvoiceAmount. It
uses clear, standard terminology that explains its exact purpose.

Metric 2: Halstead’s Software Science (Textual Tokens)

Designed by Maurice Halstead, this metric treats source code as a collection of literary
tokens. It counts the unique words used to measure the "mental effort” required to understand
the system. It uses four core counts:

$\eta_1$ = Number of unique operators (action words/symbols).
$\eta_2$ = Number of unique operands (nouns/data words).
$N_1$ = Total number of operators.

$N_2$ = Total number of operands.

From these simple textual counts, it calculates Vocabulary Size ($\eta = \eta_1 + \eta_29%)
and Program Volume to determine how textually dense the application is.

Metric 3: Comment Density (Comment-to-Code Ratio)

This metric measures the balance between the pure logical text and the explanatory natural
language text.

SS\text{Comment Density} = \left( \frac{\text{Lines of Comments}}{\text{Total Lines of Code}} \right)
\times 100$S

Evaluation Rule: If the percentage is too low (e.g., below 5%), the software is linguistically
"blind" and hard to maintain. If it is too high (e.g., over 80%), it may mean the code is overly
complex and requires too much text to explain itself.

Metric 4: Flesch-Kincaid Readability Index

This traditional linguistic formula is heavily applied to software documentation, user stories,
and system requirements. It analyzes sentence length and syllable counts to determine the
reading grade level required to understand the text.



Formula Concept: Longer sentences with complex, multi-syllable words yield a lower
readability score, meaning the documentation is dense and prone to being misunderstood by
developers or clients.

Metric 5: Identifier Length and CamelCase Compliance
This metric tracks the physical length and structural style of textual identifiers.

Rule: If names are too short (e.g., single letters), readability drops. If they are too long (e.g.,
a 60-character name), visual clutter increases. It also tracks compliance with formatting
standards like CamelCase (e.g., CalculateFinalPrice) or snake_case (e.g.,
calculate final price)toensure linguistic uniformity.

4. Typical Linguistic Anomalies (Defects Caught)

By measuring linguistic attributes, quality assurance teams can flag code that passes
functional tests but fails maintainability standards:

Meaningless Names (Lexical Noise): Using abbreviations that have no standard definition
(e.9., fn chk val tr).

Stale/Outdated Comments: Comments that describe an action that the system no longer
performs. This creates a dangerous linguistic contradiction.

Dead Language Assets: Comments or documentation blocks that are completely empty,
duplicated, or written in a language not spoken by the current engineering team.

5. Steps to Implement Linguistic Quality Checks

Define a Lexicon Guide: Establish a clear dictionary of approved business terms and naming
standards for the project.

Scan the Artifacts: Use text-parsing tools to scan documents, user manuals, and code files.
Calculate Densities & Scores: Compute the comment ratios, name lengths, and readability
scores.

Flag Violations: Highlight areas where reading levels are too complex or where names are
poorly constructed.

Refactor Text: Rewrite the vague or overly dense text segments to simplify comprehension.

6. Advantages and Disadvantages

Advantages:

Drastically Lowers Maintenance Costs: Clear text ensures that a new engineer joining a
project can understand the system's purpose quickly without extensive training.

Improves Code Reviews: When code is linguistically clean, human reviewers can spot
deeper logical flaws much faster.

Enhances Software Usability: Applying readability metrics to user documentation
guarantees that end-users can successfully operate the system without frustration.

Disadvantages:



Highly Subjective: What is a "meaningful name" to one developer might seem vague or
overly wordy to another.

Does Not Guarantee Functional Correctness: A program can have perfectly written,
beautiful variable names and flawless documentation, yet still calculate completely wrong
business math under the hood.

24. Explain the components of Decision Tables. (5)

1. Introduction to Decision Tables

A Decision Table is a powerful, structured black-box test design technique used to capture
and model complex business rules. It is an ideal tool when the system's behavior depends on
a combination of multiple separate conditions.

It functions as a tabular matrix that maps various input combinations to their corresponding
system outputs. By laying out these rules visually in a grid, it ensures that testers do not miss
any logical edge cases or combinations, preventing gaps in software quality assurance.

2. The Four Core Quadrants of a Decision Table

To secure maximum marks, you must illustrate the fundamental structure of a decision table.
Every standard decision table is divided into four distinct logical zones or quadrants:

1. Condition Stub (Top-Left Quadrant)

Definition: This section lists all the individual conditions, inputs, or factors that the system
needs to evaluate.

Characteristics: These are the independent variables or business rules stated in natural
language sentences.

2. Condition Entry (Top-Right Quadrant)

Definition: This section provides the specific values or states for each condition listed in the
stub.

Characteristics: It typically uses boolean notations such as Y (Yes/True), N (No/False), or -
(Don't Care/lIrrelevant). Each vertical column in this section represents a unique combination
of conditions.

3. Action Stub (Bottom-Left Quadrant)

Definition: This section lists all the possible behaviors, outcomes, or actions that the system
can execute.

Characteristics: These are the dependent variables—the results triggered by the business
logic.

4. Action Entry (Bottom-Right Quadrant)

Definition: This section indicates which specific actions from the stub should execute for
each corresponding column of condition entries.
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Characteristics: It typically uses indicators like X (Execute this action) or a blank space / -
(Do not execute this action).

3. Associated Components: Rules and Columns

Beyond the four quadrants, a decision table relies on structural components called Rules.

What is a Rule? A single vertical column running down through both the Condition Entry
and Action Entry quadrants forms a Rule.

Interpretation: Each rule answers the business question: "If this exact combination of inputs
happens, then execute these specific outputs.”

The Mathematical Formula for Rules: If a decision table evaluates $n$ independent
boolean conditions, the total number of theoretical rules (columns) required for full logical
coverage is calculated as:

SS\text{Total Rules} = 2AnS$$

4. Real-World Simple Example (Non-Coding)

Let’s look at a clear, non-technical scenario to see all four components working together
inside a structured table.

Scenario: Automatic ATM Cash Withdrawal

An automated teller machine (ATM) decides whether to dispense cash based on three basic
conditions:

Is the entered PIN correct?

Does the account hold enough money for the request?
Is the ATM vault filled with cash?

The Decision Table Component Matrix

Rule 1 Rule 2 Rule 3 Rule 4
Quadrant Components & Rules Y Y Y Y
(R1) (R2) (R3) (R4)
CONDITION
Condition Entries
STUB
Condition 1 Is PIN Correct? Y Y Y N
Condition 2 Sufficient Balance? Y Y N -

Condition 3 ATM Has Cash Vault? Y N - -



Rule 1 Rule 2 Rule 3 Rule 4
Quadrant Components & Rules

(R1) (R2) (R3) (R4)

ACTION STUB Action Entries
Action 1 Dispense Cash X

Display "Insuffici
Action 2 isp a.Y nsufficient X

Funds
Action 3 Dlspla}ll ATM Out of X

Order

Rej h
Action 4 eject Card & Show X

Error

Breakdown of the Components in this Example:

The Stubs: The left side defines the criteria (PIN, Balance, Vault) and the actions (Dispense,
Errors).

The Entries: The right side maps out the logic using Y, N, and X.

The ""Don’'t Care' Component (-): Look at Rule 4. If the PIN is wrong (N), the system
doesn't waste time checking the balance or the vault. It sets those components to - because
they do not change the final action.

5. Step-by-Step Procedure to Construct Components

Isolate the Condition Stub: Review the product requirements document and extract all
logical input rules.

Isolate the Action Stub: Identify all the unique outputs or messages the system can generate.
Calculate the Rule Count: Use $2n$ to establish how many vertical entry columns are
needed.

Fill the Condition Entries: Systematically alternate Y and N indicators across the columns
to ensure every mathematical variation is covered.

. Assign the Action Entries: Evaluate each column logically as a business user and mark an X
next to the appropriate outputs.

Simplify the Table: Look for rows where an input does not impact the output, collapsing
them into single "Don't Care" columns to save testing time.

6. Types of Decision Tables Based on Component Values

Depending on how complex the system is, the components inside the entries can change
format:



Limited Entry Decision Tables: The most common type. The condition entries are restricted
strictly to simple binary values like Yes/No or True/False.

Extended Entry Decision Tables: Used when conditions have multiple distinct states rather
than a simple binary choice. For example, a "Customer Type" condition component might
have entries like Bronze, Silver, Gold, or Platinum instead of just Yes/No.

7. Advantages and Disadvantages of Component Modeling

Advantages:

Identifies Contradictions: Laying out components in a grid instantly reveals if two rules
accidentally trigger opposing actions for the exact same input.

Highlights Incompleteness: It exposes forgotten scenarios where a combination of inputs
has no defined output action.

Easy Conversion to Test Cases: Every single completed vertical rule column translates
directly into one comprehensive, ready-to-use test case scenario.

Disadvantages:

Scalability Challenges: If a system has 6 distinct conditions, the table balloons to $26 =
64$ rules, making the matrix difficult to manage without software tools.

No Sequence Tracking: The components only evaluate static snapshots of logic; they do not
show the chronological step-by-step timeline of how a system moves over time.
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20. Discuss on the Path Instrumentation.

1. Introduction to Path Instrumentation

When performing structural (White-Box) testing, such as path testing, a tester designs test
cases to travel down specific, independent paths in a program. However, simply running the
software and seeing it output a result does not prove that it actually took the route we
expected. It could have arrived at the correct output via a completely different, flawed path.

Path Instrumentation is the process of inserting extra, temporary monitoring code or
tracking hooks into a software application to record and verify the exact path the system takes
during execution.

Primary Objective: To confirm that a transaction or control flow actually traversed the
specific sequence of nodes and edges intended by the test case.

The Analogy: Think of a wildlife biologist tracking a bear through a forest. Instead of just
hoping the bear visits specific watering holes, the biologist attaches a GPS tracking collar to
the bear. The collar logs every step of the journey. In software, instrumentation is that
tracking collar.

2. The Core Concept: Probes



The fundamental component used in path instrumentation is called a Probe. A probe is a
simple tracker, counter, or logging statement placed at specific points within the software
logic.

When the control flow passes through a node or an edge, the probe activates and records a
message (e.g., "Node 5 Executed").

When the test run finishes, the system aggregates all the messages generated by the probes to
print out a Path History or an execution log.

3. Real-World Simple Analogy (Non-Coding)
Let’s look at a non-technical scenario to understand how instrumentation works.

Scenario: A Museum Guided Tour Route

Imagine a museum with a specific flow layout: an Entrance Hall, leading to an Egyptian
Exhibit, which forks into either a Roman Exhibit or a Greek Exhibit, ending at the Gift Shop.

The museum management wants to verify if visitors are actually following the complete
"History Route" (Entrance $\rightarrow$ Egyptian $\rightarrow$ Roman $\rightarrow$ Gift
Shop).

Without Instrumentation: The management only checks if visitors enter the front door and
exit the gift shop. They have no idea what exhibits the visitors actually saw.

With Instrumentation: Management places an electronic turnstile (a probe) at the
entrance of every single room. As a visitor walks through, the turnstile stamps their ticket
with the room’s ID.

The Result: At the exit, the stamped ticket reads: [Entrance, Egyptian, Roman,
Gift Shop]. This confirms the exact path traveled.

4. Types of Instrumentation Techniques

There are different ways to insert probes into software, depending on the tools available and
the level of depth required:

A. Link Markers (Edge Probes)
Probes are placed directly onto the links (edges) connecting decision points.

Mechanism: Every time a branch is chosen (e.g., the "True™ branch of an overall decision), a
specific marker increments a counter. This is highly effective for proving branch coverage.

B. Node Ticks

Probes are placed at the beginning of every major block of statements (nodes).
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Mechanism: When a node executes, it throws a "tick™ into an array list. If a node tick is
missing from the final log, the tester instantly knows that section of code is unreached "dead
logic™.

C. Execution Counters

Instead of just recording that a path was taken, execution counters track how many times a
path was taken.

Value: This is critical for testing loops. If a test case is designed to iterate a loop exactly 10
times, the probe counter should read exactly 10 at the end of execution. Any other number
indicates a loop-control defect.

5. Steps to Implement Path Instrumentation

Analyze the Flow Graph: Study the system's control structure to determine where decisions
fork.

Identify Key Placement Points: Determine the minimum number of strategic places where
probes must be inserted to uniquely identify every path.

Insert the Probes: Embed the temporary tracking hooks into the software build.

Execute Test Cases: Input the test data to run the system.

Collect and Analyze Data: Extract the execution path logs generated by the probes.
Compare and Validate: Match the actual recorded path string against the expected path
string. If they match, the path is verified.

6. The Dangers of Instrumentation: The Probe Effect

A vital concept to mention in a 20-mark answer is the Probe Effect (similar to the
Heisenberg Uncertainty Principle in physics).

The Probe Effect: The act of inserting tracking probes changes the physical characteristics
of the software itself. Probes consume memory, use up processing time, and alter execution
speeds.

Potential Risks:

False Performance Metrics: A system might look slow during a test run simply because
thousands of instrumentation probes are writing logs to a file, not because the core business
logic is slow.

Masking Timing Bugs: In complex, multi-threaded systems, the tiny delay added by an
instrumentation probe can accidentally fix a hidden timing error (a race condition), causing
the system to pass during testing but fail catastrophically in production once the probes are
removed.

7. Advantages and Disadvantages

Advantages:



Absolute Verification: It removes all guesswork; testers can prove with 100% mathematical
certainty which logical lines were traveled.

Automates Coverage Reports: Instrumentation data feeds directly into testing tools to
generate automated visual dashboards showing exactly what percentage of the system has
been verified.

Excellent for Debugging: When a test fails, the instrumentation log shows the exact step-by-
step path the software took right before it crashed, making it easy to isolate the error.

Disadvantages:

Overhead and Cleanup: Once testing is complete, all temporary probes must be carefully
removed. Leaving them in can degrade production performance or expose system internals to
security risks.

Complexity: Manually adding tracking mechanisms to massive software frameworks is
incredibly tedious and time-consuming without specialized automated instrumentation
engines.

21. Explain the various strategies involved in Data flow
Testing.

1. Introduction to Data Flow Testing Strategies

Data Flow Testing is a structural (White-Box) testing technique that selects test paths
through a program based on the lifecycle of its data variables. It looks specifically at where
variables are given values (Definitions) and where those values are read or computed (Uses).

Because tracking every single path a variable takes through a large system can lead to an
infinite number of combinations, testers use Data Flow Testing Strategies. These strategies
are formal rules or criteria that dictate exactly which combinations of definitions and uses
must be exercised by test cases to achieve a reliable level of software quality.

2. Foundational Components: The DU Matrix

Before choosing a strategy, you must understand the basic tracking unit used by all data flow
strategies: the Definition-Use (DU) Association.

Definition (d): A statement where a variable gets a value (e.g., initializing a counter,
accepting a user input).

Use (u): A statement where that variable's value is read. This is split into:

C-use (Computational Use): Used to calculate another value.

P-use (Predicate Use): Used to make a decision in a conditional statement.

A DU Path is a continuous sequence of steps that starts at a variable's definition and ends at

its use, without the variable being overwritten or destroyed along the way (called a definition-
clear path).

3. The Hierarchy of Data Flow Testing Strategies



To secure high marks, you must list and explain the core strategies systematically. They
range from the easiest (least coverage) to the most rigorous (complete coverage).

Strategy 1: All-Defs (All-Definitions) Strategy

This is the most basic strategy. It requires that for every single variable definition in the
program, the test cases must exercise at least one path leading to any use of that definition.

Objective: Simply ensures that every variable created actually gets consumed somewhere,

proving there are no entirely useless or "dead" definitions.
Rigorousness: Very low. It leaves many alternative usage paths completely untested.

Strategy 2: All-Uses Strategy

This strategy expands on All-Defs. It requires that for every variable definition, test cases
must cover a definition-clear path to every single calculation use (c-use) and every single
decision use (p-use) that directly references that definition.

Objective: Ensures that no matter where or how a variable is read downstream, its initial
creation remains valid and correct.

Strategy 3: All-P-Uses (All-Predicate-Uses) Strategy

This strategy isolates the decision-making logic of the data. It requires that for every variable
definition, test cases must cover a path to every single predicate use (p-use) of that variable.

Special Rule: If a variable definition has no predicate uses at all, the tester is allowed to test
a single computational use (c-use) instead to satisfy the requirement.

Strategy 4: All-C-Uses (All-Computational-Uses) Strategy

The counterpart to the previous strategy. It requires that for every variable definition, test
cases must cover a path to every single computational use (c-use) of that variable.

Special Rule: If a variable definition has no computational uses at all, the tester is allowed to
substitute it with a single predicate use (p-use) to clear the requirement.

Strategy 5: All-C-Uses / Some-P-Uses Strategy
A hybrid strategy that prioritizes calculation paths.

Rule: It requires testing all c-uses of a variable definition. If a definition happens to have no
computational uses at all, then at least one predicate use (p-use) must be tested.

Strategy 6: All-P-Uses / Some-C-Uses Strategy

A hybrid strategy that prioritizes decision paths.



Rule: It requires testing all p-uses of a variable definition. If a definition happens to have no
predicate uses at all, then at least one computational use (c-use) must be tested.

Strategy 7: All-DU-Paths (All Definition-Use Paths) Strategy

This is the absolute strongest and most exhaustive data flow strategy. It requires testing every
single distinct structural path between a variable's definition and all of its subsequent uses.

Difference from All-Uses: While "All-Uses" is satisfied if you reach a use point via one
clean path, "All-DU-Paths" demands you test multiple different routes to reach that same use
point if multiple routes exist. This guarantees that different execution branches do not
accidentally alter or corrupt the data along the way.

4. Real-World Simple Analogy (Non-Coding)
Let’s look at a simple real-world scenario to see how these strategies alter our testing focus.

Scenario: An Automated Hotel Booking Kiosk
Imagine a guest interacting with a digital hotel check-in screen:

Definition (d): The guest scans their credit card. The system saves the variable
PaymentMethod.

P-use 1 (Decision): System checks if the card is a Premium Rewards card to offer a free
room upgrade.

P-use 2 (Decision): System checks if the card is an International card to calculate foreign tax
rates.

C-use 1 (Calculation): System charges the base room fee to the card.

Applying the Strategies to this Scenario:

If you follow the All-Defs Strategy, you only need 1 test case where the card is scanned and
the room fee is charged (C-use 1). You completely ignore checking the room upgrade or
foreign tax logic.

If you follow the All-Uses Strategy, you must design separate test scenarios to ensure the
card data safely reaches the upgrade check (P-use 1), the international check (P-use 2), and
the final billing engine (C-use 1).

5. How to Select the Right Strategy

In a professional testing environment, choosing a data flow strategy is a balancing act
between Cost, Time, and Risk:

For Mission-Critical Software (e.g., medical devices, aviation controls, banking engines):
Teams mandate the All-DU-Paths Strategy because the risk of a logical failure is
catastrophic.



For General Business Applications: Teams typically select the All-Uses Strategy or All-C-
Uses/Some-P-Uses because they provide a highly effective blanket of coverage without
causing a massive explosion in the total number of test cases.

6. Advantages and Disadvantages of Strategy Selection

Advantages:

Targeted Testing: It helps teams move away from guessing which paths to test by giving
them exact mathematical data criteria to hit.

Catches Structural Side-Effects: Highly effective at finding bugs where a variable works
fine in a straightforward scenario but breaks when a user takes a chaotic, winding path
through alternative menus.

Disadvantages:

Loop Challenges: If a program contains complex or nested loops, the All-DU-Paths
Strategy can become almost impossible to complete due to an infinite number of potential
path iterations.

High Analysis Overhead: Testers must spend a significant amount of time mapping out data
flow graphs and calculating DU pairs before they can write a single test scenario.

22. Explain in detail about structural metric.

1. Introduction to Structural Metrics

In software engineering, metrics are used to measure the quality, complexity, and
maintainability of a system. Structural Metrics are a specific category of software metrics
that measure the physical architecture, internal logical layout, and structural complexity of
the system's source code or design.

Unlike linguistic metrics (which look at words, naming conventions, and comments),
structural metrics care about how the system is built. They analyze how components connect
to one another, how deeply decisions are nested, and how large individual modules grow.
Primary Objective: To quantitatively evaluate the complexity of software to predict how
difficult it will be to test, maintain, debug, or modify.

Core Principle: The more complex the internal structure of a software system, the higher the
likelihood that it contains hidden defects and errors.

2. Core Categories of Structural Metrics

To structure a 20-mark answer effectively, structural metrics should be divided into three
primary categories based on the level of detail they measure:

A. Size-Based Metrics

These measure the physical volume or magnitude of the software code structure.



O O O O e

B. Control Flow (Logic-Based) Metrics

These evaluate the logical complexity, decision paths, and branching structures within
individual software modules.

C. Information Flow (Data-Coupling) Metrics

These measure how information and structural dependencies flow between entirely different
modules or components of a system.

3. Key Available Structural Metrics (Detailed Breakdown)

Metric 1: Lines of Code (LOC)

The most basic size-based structural metric. It counts the total physical size of a software
component. It can be measured as LOC (Physical lines) or SLOC (Source Lines of Code,
excluding blank lines and comment blocks).

Evaluation Rule: If a single module grows too large (e.g., more than 500 lines of code), its

structural quality is flagged as poor. Large modules are difficult for a human brain to map
mentally and should be broken down into smaller pieces.

Metric 2: McCabe’s Cyclomatic Complexity

Designed by Thomas McCabe, this control flow metric measures the number of linearly
independent paths through a program's logical graph. It evaluates how many decision points
(like forks in a road) exist.

The Formula:

SSV(G) =E- N +258$

Where $E$ is the number of structural edges (paths) and $N$ is the number of nodes
(statements/actions).

Simpler Formula for Decisions:

SSV(G) =P + 155

Where $P$ is the number of predicate/decision conditions (e.g., checking a rule).
Thresholds for the Exam:

1 to 10: Low risk (Simple, highly stable, easy to test).

11 to 20: Moderate risk (Moderately complex, requires careful testing).

21 to 50: High risk (Very complex, hard to maintain, should be refactored).
Above 50: Unstable/Untestable (Extremely high risk, catastrophic failure prone).

Metric 3: Henry and Kafura’s Information Flow Metric



This metric measures structural complexity based on how tightly interconnected different
parts of a system are. It looks at Fan-In and Fan-Out:

Fan-In: The number of external modules that pass data into a specific module.
Fan-Out: The number of external modules that receive data from a specific module.
The Formula:

SS\text{Complexity} = \text{Size} \times (\text{Fan-In} \times \text{Fan-Out})*2$$

Interpretation: A high information flow value indicates a structurally complex component
that acts as a major bottleneck. If that component fails, it can cause a domino effect, crashing
all connected systems.

Metric 4: Nesting Depth (Depth of Inheritance / Control Nesting)

This structural metric counts how deeply internal decisions or architectural layers are buried
inside one another.

Simple Text Example:

Low Complexity: Checking condition 1 $\rightarrow$ Perform action.

High Complexity (Deeply Nested): Checking condition 1 $\rightarrow$ if valid, check
condition 2 $\rightarrow$ if valid, check condition 3 $\rightarrow$ if valid, check condition
4.

Evaluation Rule: Deeply nested structural logic rapidly degrades human comprehension and
makes full path testing exceptionally tedious.

4. Real-World Simple Analogy (Non-Coding)

Let's look at a non-technical scenario to understand how structural metrics measure
complexity.

Scenario: Designing a Corporate Office Building
Imagine two different office floor plans to see how structural attributes are calculated:

Floor Plan A (Low Structural Complexity): A single central hallway with 5 rooms
branching off it sequentially.

Metrics: Low nesting depth (everything is on the main hall), low structural connectivity
(rooms don't depend on each other), and simple pathways. It is easy to navigate, clean, and
safe.

Floor Plan B (High Structural Complexity): You enter Room 1, which has 3 doors leading
to Rooms 2, 3, and 4. Inside Room 4, there are 2 more hidden doors leading to a maze of
storage units.

Metrics: High nesting depth, high structural complexity, and excessive decision points. It is
easy to get lost, difficult for security to monitor, and hard to modify without impacting
adjacent structural walls.

5. Steps to Implement Structural Metrics Analysis



Source Code Ingestion: Automated static analysis tools scan the raw architecture blueprints
or files of the software system.

Graph Generation: The structural layout is mapped into a mathematical control flow graph.
Calculation: The tools automatically calculate the LOC, Cyclomatic Complexity ($V(G)$),
Fan-In/Fan-Out values, and Nesting Depth across every individual node.

. Threshold Auditing: The calculated values are compared against industry standard limits
(e.g., flag any module where $V(G) > 103).

. Architectural Refactoring: Engineering teams rewrite the flagged, overly complex sections
to simplify the structure.

6. Advantages and Disadvantages

Advantages:

Objective and Mathematical: Unlike linguistic metrics, structural metrics do not rely on
human opinion. They provide hard, indisputable numbers that can be tracked over time.
Predicts Testing Effort: Knowing the cyclomatic complexity tells a testing manager exactly
how many test cases must be written to achieve full structural coverage.

Identifies Maintenance Risks: It highlights the exact "fragile zones" of an application that
are most likely to break during updates.

Disadvantages:

Ignores Cognitive Readability: A function can have a very low structural complexity score
but still be impossible to read if the variables are named poorly or if the documentation is
missing.

Post-Creation Measurement: Most structural metrics can only be accurately calculated after
the code has been physically constructed, making it expensive to fix major design flaws
discovered late in the cycle.

23. What are parts of Decision Table? Explain with an examples.(R - Dec 2022)

24. What are Bugs? Explain the various types of Bugs.

1. Introduction to Software Bugs

In software engineering, a Bug (formally known as a Defect or Fault) is an error, flaw,
mistake, or failure in a software program that causes it to produce an incorrect or unexpected
result, or to behave in unintended ways.

The Standard Quality Assurance Hierarchy:

To score maximum marks, you must distinguish how a human mistake turns into a system
failure:

Error (Mistake): A human action or misunderstanding by a developer, designer, or business
analyst during development.

Bug (Defect/Fault): The physical manifestation of that human mistake inside the software's
code or documentation.



Failure: The visible consequence during software execution where the system fails to deliver
what the user expects (e.g., the software crashes).

Primary Objective of Testing: To systematically discover bugs during the development
phase so they can be fixed before the software reaches the end-user.

2. Real-World Simple Analogy (Non-Coding)
To understand what a bug is without code, think of a Printed Cooking Recipe Book.

The Error: The chef writing the book accidentally types "Add 5 cups of salt” instead of
"Add 5 grams of salt."

The Bug: The incorrect instruction is physically printed into the recipe book. The book looks
perfect, but the flaw is sitting there silently.

The Failure: A customer buys the book, follows the recipe exactly, and bakes an completely
inedible, ruined cake. The system failed during live operation.

3. Classification of Bugs Based on Severity

Examiners look for how bugs are prioritized based on their impact on the system.

Critical / Blocker Bugs: Bugs that completely halt the application. There is no workaround
available, and testing cannot proceed (e.g., the app crashes instantly upon opening).

Major Bugs: A core piece of business functionality fails to work as intended, but the rest of
the application remains operational (e.g., a customer can add items to an online shopping cart,
but clicking "Submit Payment" does absolutely nothing).

Medium / Minor Bugs: The system still functions completely, but it behaves inconsistently
or violates minor rules (e.g., a feature works perfectly, but an input field allows a user to type
100 characters when the maximum limit was supposed to be 50).

Cosmetic Bugs: Low-priority defects that do not affect functionality but look unprofessional
to the end-user (e.g., a misspelled word on the main dashboard screen, or an image
overlapping a text block).

4. Various Technical Types of Bugs (Detailed Breakdown)

To construct a comprehensive 20-mark answer, you must break down the functional and
structural categories of defects:

Type 1: Logical Bugs

These occur when the system executes successfully without crashing, but the mathematical or
conditional logic written by the developer is fundamentally incorrect, yielding the wrong
outcome.

Simple Text Example: A banking system calculating a monthly account fee uses a addition
sign instead of a subtraction sign, accidentally giving users extra money instead of deducting
it.



Type 2: Functional Bugs

A functional bug is a direct violation of a specified business requirement. The software works
technically, but it fails to do what the customer asked for.

Simple Text Example: The system requirements state: "The registration form must accept

international phone numbers." However, during execution, the form rejects any phone
number that does not match a local country format.

Type 3: Syntax Bugs

These are grammatical mistakes within the code structure. They occur when a developer
violates the strict linguistic rules of the programming language.

Characteristics: These are the easiest bugs to fix because automated compilation tools detect
them instantly and refuse to let the software run until the typo is corrected.

Type 4: Interface / Integration Bugs

These bugs occur when two completely separate software modules or systems fail to
communicate data back and forth correctly.

Simple Text Example: An e-commerce website accurately sends a customer's address to a

shipping vendor's system, but because the shipping vendor uses a different date format, the
package delivery date gets corrupted and scheduled for the wrong month.

Type 5: Performance & Resource Bugs

These defects do not cause incorrect calculations, but they degrade the physical efficiency,
speed, or stability of the host computer.

Memory Leaks: A bug where the software requests system memory to perform a quick task

but forgets to release that memory back to the computer when finished. Over time, the
computer completely runs out of memory and freezes.

Type 6: Security Bugs (Vulnerabilities)

Flaws in the system's design or logic that leave a back door open for malicious attackers to
exploit.

Simple Text Example: A login screen that accidentally lets a user gain access to a private

account if they type a specific punctuation mark into the username field, bypassing the
password check entirely.

7. Major Causes of Software Bugs

In an exam context, explaining why bugs happen shows deep engineering insight:



Miscommunication of Requirements: The customer failed to clearly explain what they
wanted, or the business analyst misunderstood the request, leading to faulty implementation
blueprints.

Time Pressure (Tight Deadlines): When software teams are rushed to hit a market launch
date, shortcuts are taken, code reviews are skipped, and testing is cut short.

Changing Requirements: If a customer changes their business rules halfway through
development, adding new features onto a half-finished old architecture often creates
structural instability.

Human Complexity: Modern software systems feature millions of intersecting paths. It is
psychologically impossible for a single human developer to mentally track every single
logical side-effect of a change they make.

8. Steps to Handle a Bug (The Bug Lifecycle)

Discovery: A tester inputs data and identifies a variance between the expected result and
actual behavior.

. Reporting: The tester logs a detailed ticket specifying the exact steps to reproduce the issue.

. Assignment: A project manager reviews the bug, determines its severity, and assigns it to a
developer.

Fixing: The developer investigates the root cause and modifies the system logic to correct the
flaw.

Regression Testing: The tester runs the scenario again to confirm the bug is gone, and
checks surrounding features to ensure the new fix didn't accidentally break something else.

. Closure: Once verified, the bug is officially marked as resolved.

Dec 2024
20. Compare Software Testing Vs Debugging.

1. Introduction

In software engineering, Software Testing and Debugging are two distinct, sequential
processes within the software development life cycle (SDLC). While they both aim to
improve software quality and reliability, they require completely different mindsets,
techniques, and objectives.

A common misconception is that they are the same thing. In reality:

Testing is the process of finding out if there is a problem.
Debugging is the process of fixing the problem once it has been found.

2. Detailed Definition of Software Testing

Software Testing is the systematic process of executing a program or system with the
explicit intent of finding errors, bugs, or mismatches between the actual behavior and the
expected business requirements.



The Mindset: Destructive and investigative. A tester actively tries to break the software to
expose hidden flaws.

Key Characteristics: It is a planned, documented, and measurable engineering process. It
can be performed on working code (Dynamic Testing) or on documents and blueprints (Static
Testing).

Who performs it: Dedicated Quality Assurance (QA) engineers, testers, or sometimes the
end-users themselves.

3. Detailed Definition of Debugging

Debugging is the investigative and corrective process that begins after a test case
successfully exposes a bug. It involves analyzing the system's internal states, tracing the root
cause of the failure, and modifying the structure or logic to eliminate the defect.

The Mindset: Constructive and analytical. A debugger acts like a medical doctor diagnosing
a disease and performing surgery to cure it.

Key Characteristics: It is generally unplanned and relies heavily on deep problem-solving
skills and logical reasoning. It requires full access to the internal design or source code of the
program.

Who performs it: Exclusively programmers and software developers who have the technical
capability to modify the system.

4. Real-World Simple Analogy (Non-Coding)

To easily understand the difference between these two concepts, think of a Car
Manufacturing Plant.

The Software Testing Phase: Before a new car model is allowed to be sold on the market, a
Quality Inspector (The Tester) takes the car out to a test track. They slam on the brakes,
drive through deep water, and crash a test car into a wall. During the brake test, they notice
the car skids dangerously to the left. The tester writes a report stating: "Brake failure occurs
under sudden stops.” (The bug is found, but the tester does not open the hood to fix it).

The Debugging Phase: The car is sent back to the workshop. A Mechanical Engineer (The
Developer) reads the report. They open up the wheel assembly, check the brake fluid
pressure, and trace the lines. They discover a tiny air bubble trapped in the front-left brake
hose. They clear the bubble, tighten the valve, and repair the system. (The bug is diagnosed
and resolved).

5. Key Comparison Matrix: Testing vs. Debugging

To score maximum marks, you must present a side-by-side comparison matrix highlighting
the core differences:



Feature /
Criteria

Primary
Definition

Core
Objective

Who Conducts
It?

Starting
Trigger

Knowledge
Needed

Design /
Planning

Automation
Potential

Tools Used

Outcome

Software Testing

The process of checking the
software to find out if any bugs
exist.

To demonstrate that the software
fails under certain conditions or to
validate requirements.

Performed by independent Quality
Assurance (QA) teams or testers.

Begins at the very start of the
project lifecycle (analyzing
requirements).

Requires understanding of user
requirements, business logic, and
test design strategies.

Highly structured. Involves writing
Test Plans, Test Scenarios, and
Matrix grids.

Highly automatable (test execution
software can run thousands of
checks automatically).

Test management tools, bug
trackers, and test runner
applications.

Results in a Test Summary Report
and a list of logged defects.

Debugging

The process of locating, analyzing,
and fixing a known bug.

To find the exact root cause of a
failure and resolve it completely.

Performed exclusively by the
development team or
programmers.

Only begins when a test case
explicitly fails or a user reports a
bug.

Requires deep technical
understanding of the internal
design and system architecture.

Unstructured and manual. It
cannot be pre-planned as you don't
know where a bug will hide.

Heavily manual and relies entirely
on human logical deduction.

Internal log viewers, variable
monitors, and memory tracers.

Results in a fixed, updated, and
corrected software build.

6. Chronological Relationship (The Workflow)
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Testing and debugging operate in a continuous, cyclical relationship throughout the
development lifecycle:

Step 1 (Testing): The tester executes a test scenario.

Step 2 (Outcome): A variance is found; the test fails, and a bug is logged.

Step 3 (Debugging): The developer takes the bug report, duplicates the issue, isolates the
broken line, and fixes it.

Step 4 (Retesting): Control is handed back to the tester. The tester runs the exact same
scenario again to verify the fix works. This is called Regression Testing.

7. Advantages of Separating Testing and Debugging

In an exam context, explaining why these processes are kept separate shows professional
maturity:

Eliminates Cognitive Bias: Developers who write code suffer from "author's bias"—they
subconsciously assume their logic is perfect. Independent testers do not have this bias,
making them far better at finding mistakes.

Resource Optimization: Testing can be scaled using junior engineers or automated scripts,
allowing senior developers to focus their valuable time entirely on complex debugging tasks.
Clear Quality Metrics: Keeping them separate allows managers to track hard metrics, such
as how many bugs were found per week (Testing efficiency) versus how long it took to fix
them (Debugging efficiency).

21. Briefly explain about the concept of path testing.(R - Dec 2021)

22. Briefly explain the steps of Syntax Testing (R - Dec 2021)

23. Explain about State Graph with examples.(3)

1. Introduction to State Graphs

A State Graph (also widely known as a State Transition Diagram) is a graphical,
behavioral modeling tool used in software engineering to represent the lifetime behavior of a
system. It visually maps out the various conditions or configurations a system can exist in,
and how external events cause the system to switch from one condition to another.

Unlike control flow graphs that map the structural sequence of lines of code, a state graph
maps the behavioral memory of a system. It answers a fundamental testing question: "Given
the system'’s past history, how will it react to a new input right now?"

Primary Objective: To design test scenarios for state-dependent software, ensuring all valid
behavioral paths work and all invalid paths are blocked.

Main Use Cases: Embedded systems, automated machinery, user account lifecycles, and
network protocols.

2. Core Components of a State Graph
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To construct a complete 20-mark answer, you must clearly sketch out and define the four
structural elements that make up any state graph:

State (Nodes/Circles): A state represents a prolonged condition or situation in which the
system is resting and waiting for an event. It is traditionally drawn as a circle or a rounded
rectangle labeled with the state's name (e.g., Empty, Loading, Locked).

Transition (Edges/Arrows): A directed arrow connecting one state to another. It shows the
allowed direction of movement when a system's condition changes.

Event (Input Trigger): The external stimulus, user command, or environmental condition
that forces a transition to occur. It is written as text directly on top of the transition arrow.
Action (Output Response): The immediate, visible result or output produced by the system
as it moves across a transition arrow. It is usually written immediately after the event,
separated by a slash (/).

3. Real-World Detailed Example (Non-Coding)

Let's look at a common everyday object to see how a state graph models real-world logic.

Scenario: A Hotel Room Electronic Safe

An electronic passcode safe inside a hotel room operates based on three strict states:
Unlocked, Locked, and System Blocked (due to security security protocols).

Visual Representation of the State Graph
Imagine drawing a diagram with three circles connected by arrows:

State 1: UNLOCKED (Initial State)

Event: User closes the door and enters a 4-digit code.

Transition: Moves to LOCKED state.

Action: Motor turns the deadbolt / Screen displays "LOCKED".
State 2: LOCKED

Event Scenario A: User enters the correct 4-digit code.

Transition: Moves back to UNLOCKED state.

Action: Retracts the deadbolt / Screen displays "OPEN".

Event Scenario B: User enters an incorrect code (Attempts 1 and 2).
Transition: Loops back into the LOCKED state (it doesn't move).
Action: Beeps an error alarm / Screen displays "WRONG PIN".
Event Scenario C: User enters an incorrect code for the 3rd consecutive time.
Transition: Moves to the SYSTEM BLOCKED state.

Action: Sounds loud alarm / Screen displays "HOLD FOR 5 MIN".
State 3: SYSTEM BLOCKED

Event: User presses keys or enters codes.

Transition: Loops back into SYSTEM BLOCKED (System ignores all inputs).
Action: Screen displays "LOCKED TIMER".

Event: 5 minutes pass chronologically.

Transition: Moves back to the standard LOCKED state.

Action: Screen clears / System resets attempt counter to zero.
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4, Converting a State Graph into a Testing Matrix

In a 20-mark answer, you must explain how a tester translates a visual state graph into an
actionable document. This is done by creating a State-Transition Table.

Using our Hotel Safe example, we map out every combination to find hidden test paths:

Current
State

Unlocked

Locked

Locked

Locked

System
Blocked

System
Blocked

5. Steps to Design and Test Using State Graphs

Input Event

Close Door + Enter
Code

Enter Correct Code

Enter Wrong Code
(Attempt 1)

Enter Wrong Code
(Attempt 3)

Enter Correct Code

5 Minutes Pass

Target Next
State

Locked

Unlocked

Locked

System
Blocked

System
Blocked

Locked

Output Action

Lock Deadbolt

Open
Deadbolt

Sound Error
Beep

Sound Alarm

Ignore Input /
Error

Reset Counter

Test Case
Type

Positive Test

Positive Test

Negative Test

Boundary
Test

Robustness
Test

Time-Based
Test

Identify the States: Review the specifications to find all distinct, stable conditions the
software can rest in.
Determine the Transitions: Map out which states are allowed to connect to each other.

Define the Triggers: Label every single arrow with its exact input event and resulting output

action.

Audit for Anomalies (Static Testing): Inspect the graph visually to look for Unreachable
States (a state circle with no arrows pointing to it) or Dead Ends (a state circle with arrows
coming in, but no arrows leaving).
Generate Test Cases: Create individual testing scripts that force the software to walk across
every arrow in the graph at least once (Transition Coverage).

6. Advantages and Disadvantages of State Graphs



Advantages:

Uncovers Behavioral Sequencing Bugs: It easily catches flaws that only show up when
actions happen in a specific sequence (e.g., trying to withdraw cash before entering a PIN).
Excellent Stakeholder Communication Tool: Because it is entirely pictorial and text-based
without any code, business clients, designers, and testers can all easily look at it to agree on
business rules.

Exposes Negative Scenarios: It forces testers to ask what happens during illegal events,
mapping out exact error behaviors for the system.

Disadvantages:

State Explosion Problem: If a system is complex with many independent options, the
number of states multiplies exponentially. A graph with 50 states and 200 arrows becomes a
chaotic maze that is almost impossible to read visually.

Not Suitable for Parallel Systems: If a software system performs multiple entirely separate
workflows at the exact same time, a basic state graph struggles to model those parallel
timelines clearly.

24. Discuss briefly about logic based Testing with examples. (R - Dec 2021)

May 2021

20. Elaborate the model for testing (R - Dec 2022)

21. Briefly explain the various steps for transaction flow testing.(R - Dec 2022)

22. Explain briefly the model of Domain Testing.(2)

1. Introduction to Domain Testing

Domain Testing is one of the most fundamental and widely used black-box software testing
techniques. It involves evaluating a system's behavior by analyzing its input variables and
partitioning them into distinct, logical groups called domains.

Instead of testing an infinite number of possible data values, the model of domain testing
teaches us to group similar inputs together. The core philosophy is that if one value in a
specific domain works correctly, all other values within that same domain will also work
correctly. Conversely, if one value fails, the entire domain is likely broken.

Primary Objective: To maximize test coverage while minimizing the total number of test
cases by targeting the "boundaries™ where domains meet.

Basis: It is entirely driven by the data requirements, input restrictions, and business rules of
the application.

2. Core Components of the Domain Model

To construct a complete 20-mark answer, you must explain the mathematical and structural
building blocks that define a domain model:
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Input Space: The total universe of all possible values (both numbers and text) that a user
could theoretically type into a system field.

Equivalence Class (Partition): A subset of the input space where the system is expected to
treat all data values exactly the same way. Partitions are divided into:

Valid Domains: Inputs that the system accepts as lawful and processes normally.

Invalid Domains: Inputs that the system must reject, triggering error messages.
Boundaries: The exact physical or numerical borders where one domain ends and another
domain begins. Most software bugs hide precisely on these borders.

3. Real-World Simple Analogy (Non-Coding)

Let's replace software data with a simple real-world scenario to see how the domain model
organizes information.

Scenario: A Movie Theater Ticket Pricing System

A theater issues tickets and calculates discounts automatically based on the customer's age
according to three strict business rules:

Children under 12 get a 50% discount.

Adults aged 12 to 64 pay Full Price.

Senior citizens aged 65 and older get a 30% discount.
The system restricts age entry to a maximum limit of 120.

Mapping the Domains:

The input space for this system is split into distinct domains based on the rules:

Domain

Type Age Range Classification Expected System Behavior
Domain 1 Below 0 Invalid Reject input / Show error message
Domain 2 Oto11 Valid Accept input / Apply 50% Child Discount
A i h Full
Domain 3 12 to 64 Valid c.cept input / Charge Standard Fu
Price
. o .
Domain 4 65 to 120 Valid AFcept input / Apply 30% Senior
Discount
121 and
Domain 5 Invalid Reject input / Show error message

above



4. Key Strategies within the Domain Testing Model

The model of domain testing relies on two interlocking test design strategies to extract high-
quality test cases from the partitions mapped above:

Strategy A: Equivalence Partitioning (EP)

Concept: The tester picks just one arbitrary value from inside each identified domain box.
Application: From Domain 3 (Adults), a tester might pick the age 30. If the system
successfully charges full price for age 30, the tester assumes it will work perfectly for ages
25, 40, and 55, saving massive amounts of testing time.

Strategy B: Boundary Value Analysis (BVA)

Concept: Experience proves that developers accidentally write incorrect conditional check
marks (like writing < instead of <=). Therefore, we must explicitly test the exact edges of the
domains.

Application: Instead of picking random mid-range numbers, the tester targets the extreme
values:

Boundary Test Points: 0, 11, 12, 64, 65, and 120.

Off-Boundary Test Points (just outside the line): -1, 121.

5. Steps to Execute Domain Testing

. Identify Input Variables: Scan the requirements specification sheets to find all data input
fields.

Determine Restrictions: Find out the explicit rules, maximum values, minimum values, and

data formats allowed for each field.

Carve the Domains: Slice the input spectrum into clean blocks of valid and invalid

partitions.

Identify Boundaries: Note down the exact crossover numbers where a value changes its

business meaning.

. Select Representative Values: Choose the boundary values and a few mid-domain values to

act as the official test case data set.

Run Tests and Observe: Input the chosen values and ensure the system transitions from

success behaviors to error messages seamlessly at the correct borders.

6. Matrix Domain Testing (Multi-Variable Domains)

When a system evaluates multiple inputs simultaneously, the domains turn from a flat line
into a multi-dimensional grid or matrix.

Example: A system evaluates both Age AND Annual Income to approve a loan.

The Model Rule: Testers must track how the boundaries of the Age domain intersect with
the boundaries of the Income domain. If an error occurs in the intersection point, it represents
a domain interaction defect.



7. Advantages and Disadvantages

Advantages:

Drastically Reduces Test Count: It prevents repetitive testing by replacing thousands of
redundant inputs with a handful of mathematically sound representative numbers.

High Bug-Finding Efficiency: By focusing heavily on boundaries, it targets the exact
locations where logic mistakes naturally occur during coding.

Clear Definition of Done: It gives the testing team an objective, measurable goal for when a
data field has been sufficiently verified.

Disadvantages:

Assumes Uniform Behavior: If a developer wrote an unmapped exception inside a domain
(e.g., the code works for all ages except exactly age 33 due to a random typo), standard
domain testing will completely miss it.

Complex Interdependencies: When 10 or 15 variables interact together at the same time,
drawing clear domain matrices becomes exceptionally difficult and time-consuming.

23. Briefly discuss about Linguistic metrics. .(R - Dec 2022)

24. Discuss the components of decision table. (R - Dec 2022)

May 2022

20. Discuss in detail about the model of the testing process.

1. Introduction to the Testing Process Model

A Model of the Testing Process is a conceptual framework that maps out how testing is
structured, executed, and managed within the software development life cycle (SDLC).
Testing is not just an ad-hoc action of running a program to see if it crashes; it is a formal,
multi-layered engineering process.

The model views testing as a continuous cycle of planning, analysis, design, execution, and
evaluation. It acts as a quality gateway, transforming unstructured software requirements and
raw code into a verified, stable, and high-quality product.

2. The Three Core Dimensions of the Process Model

To write a comprehensive 20-mark answer, you must illustrate that the testing model relies
on three structural dimensions working simultaneously:

Inputs (The Basis): The foundational assets required to begin testing. This includes business
requirements, software blueprints, architecture models, and user feedback.

The Processing Engine (Activities): The actual core phases of the testing lifecycle where
test cases are written, environments are built, and code is executed.

Outputs (The Deliverables): The final artifacts generated by the process, such as bug logs,
execution metrics, test summary reports, and the final release sign-off.



3. Real-World Simple Analogy (Non-Coding)

To easily grasp the model without looking at programming terms, think of how an
Automobile Manufacturing Company tests a brand-new car model before mass production:

Requirement Review: Engineers inspect the blueprint designs of the car to ensure the fuel
tank placement meets national safety laws before buying any steel.

Component Testing: The brake pads and engine cylinders are tested completely on their
own on a standalone laboratory test bench to measure their individual strengths.

Integration Testing: The brakes are connected to the steering wheel and pedal mechanics to
ensure the physical linkages communicate smoothly.

. System Testing: The fully built, complete car is driven by professionals on a test track
through extreme mud, rain, and high speeds to observe overall behavior.

. Acceptance Testing: A group of everyday drivers is invited to test-drive the car to confirm it
is comfortable and practical for marketing.

4. Key Sequential Phases of the Testing Process Model

A structured testing model splits the quality assurance lifecycle into distinct, orderly phases.
Skipping any of these phases introduces severe risk into the final product.

Phase 1: Test Planning and Control

Activity: This is the managerial phase where the Master Test Plan is created.

Details: It defines the scope of testing (what features will be verified and what will be
excluded), calculates the human resource budget, establishes deadlines, selects automated
testing tools, and determines exit criteria (when testing is officially "done").

Control element: Managers constantly monitor progress against this plan throughout the
project.

Phase 2: Test Analysis and Design
Activity: Breaking down vague business requirements into clear, measurable test objectives.
Details: Testers analyze the requirements to see how a feature can be verified. They identify

the necessary test conditions and begin designing high-level test scenarios. They also
determine what specific data inputs will be required.

Phase 3: Test Implementation and Case Development
Activity: Writing the literal step-by-step instructions for testing.
Details: High-level scenarios are turned into detailed, written test cases specifying exactly

what buttons to click, what data to type, and what the precise "Expected Result must look
like. Test scripts are written during this phase, and test data is gathered or generated.

Phase 4: Test Environment Setup

Activity: Preparing the physical or virtual testing playground.



Details: Before running a test, the server architecture, databases, network connections, and
hardware devices must be configured to mirror the real-world production environment as
closely as possible. If the environment is flawed, the test results will be inaccurate.

Phase 5: Test Execution

Activity: Running the software and checking its behavior.

Details: Testers execute the written test steps manually or run automated scripts. They
observe how the system handles the data. If the actual system behavior matches the expected
result, the test Passes. If there is a mismatch, a Bug is formally logged and sent to
developers.

Phase 6: Evaluating Exit Criteria and Reporting

Activity: Reviewing metrics to see if the system is safe to release.

Details: The testing team checks if the predefined goals have been met (e.g., "95% of all tests
executed and zero critical bugs open™). A formal Test Summary Report is generated for the
stakeholders, providing a clear overview of the software's current health.

Phase 7: Test Closure Activities

Activity: Wrapping up the project lifecycle.

Details: Once the software is approved for release, the testing team archives the test
environments, saves the test scripts for future use, logs "lessons learned" to improve future
projects, and formally closes out the testing cycle.

5. Structural Implementation: The V-Model Framework

In an exam context, highlighting the V-Model demonstrates an excellent understanding of
how the testing process maps directly to the development lifecycle.

The V-Model shows that testing is not a afterthought that happens at the end of development.
Instead, for every single phase on the Development (Verification) side, there is a
corresponding testing phase planned right across from it on the Testing (Validation) side:

Business Requirements are validated using User Acceptance Testing.
System Architecture Design is validated using System Testing.
High-Level Module Design is validated using Integration Testing.
Low-Level Code Units are validated using Unit Testing.

6. Advantages and Disadvantages of a Process Model

Advantages:

Early Defect Detection: By analyzing requirements during the first few phases, bugs are
identified and fixed before a single line of code is written, saving significant time and money.
Predictability and Transparency: It provides clear visibility to management regarding the
maturity, stability, and quality status of the software at any given moment.



Repeatability: Because the steps, data, and environments are thoroughly documented, the
exact same tests can be run reliably whenever the software gets updated.

Disadvantages:

High Documentation Overhead: Creating detailed plans, step-by-step test cases,
environment checklists, and bug reports requires a massive amount of paperwork and time
upfront.

Rigidity: In strict traditional models, it can be very difficult to adapt to sudden changes in
client requirements if the project has already advanced into the deep execution phases.

21. Explain briefly about the transaction flow testing techniques. (R - Dec 2022)

22. Describe the various strategies involved in data

flow testing.

1. Introduction to Data Flow Testing Strategies

Data Flow Testing is a structural (White-Box) testing technique that selects test paths
through a program based on the lifecycle of its data variables. It looks specifically at where
variables are given values (Definitions) and where those values are read or computed (Uses).

Because tracking every single path a variable takes through a large system can lead to an
infinite number of combinations, testers use Data Flow Testing Strategies. These strategies
are formal rules or criteria that dictate exactly which combinations of definitions and uses
must be exercised by test cases to achieve a reliable level of software quality.

2. Foundational Components: The DU Matrix

Before choosing a strategy, you must understand the basic tracking unit used by all data flow
strategies: the Definition-Use (DU) Association.

Definition (d): A statement where a variable gets a value (e.g., initializing a counter,
accepting a user input).

Use (u): A statement where that variable's value is read. This is split into:

C-use (Computational Use): Used to calculate another value.

P-use (Predicate Use): Used to make a decision in a conditional statement.

A DU Path is a continuous sequence of steps that starts at a variable's definition and ends at

its use, without the variable being overwritten or destroyed along the way (called a definition-
clear path).

3. The Hierarchy of Data Flow Testing Strategies

To secure high marks, you must list and explain the core strategies systematically. They
range from the easiest (least coverage) to the most rigorous (complete coverage).



Strategy 1: All-Defs (All-Definitions) Strategy

This is the most basic strategy. It requires that for every single variable definition in the
program, the test cases must exercise at least one path leading to any use of that definition.

Objective: Simply ensures that every variable created actually gets consumed somewhere,

proving there are no entirely useless or "dead" definitions.
Rigorousness: Very low. It leaves many alternative usage paths completely untested.

Strategy 2: All-Uses Strategy

This strategy expands on All-Defs. It requires that for every variable definition, test cases
must cover a definition-clear path to every single calculation use (c-use) and every single
decision use (p-use) that directly references that definition.

Objective: Ensures that no matter where or how a variable is read downstream, its initial
creation remains valid and correct.

Strategy 3: All-P-Uses (All-Predicate-Uses) Strategy

This strategy isolates the decision-making logic of the data. It requires that for every variable
definition, test cases must cover a path to every single predicate use (p-use) of that variable.

Special Rule: If a variable definition has no predicate uses at all, the tester is allowed to test
a single computational use (c-use) instead to satisfy the requirement.

Strategy 4: All-C-Uses (All-Computational-Uses) Strategy

The counterpart to the previous strategy. It requires that for every variable definition, test
cases must cover a path to every single computational use (c-use) of that variable.

Special Rule: If a variable definition has no computational uses at all, the tester is allowed to
substitute it with a single predicate use (p-use) to clear the requirement.

Strategy 5: All-C-Uses / Some-P-Uses Strategy
A hybrid strategy that prioritizes calculation paths.

Rule: It requires testing all c-uses of a variable definition. If a definition happens to have no
computational uses at all, then at least one predicate use (p-use) must be tested.

Strategy 6: All-P-Uses / Some-C-Uses Strategy
A hybrid strategy that prioritizes decision paths.

Rule: It requires testing all p-uses of a variable definition. If a definition happens to have no
predicate uses at all, then at least one computational use (c-use) must be tested.

Strategy 7: All-DU-Paths (All Definition-Use Paths) Strategy



This is the absolute strongest and most exhaustive data flow strategy. It requires testing every
single distinct structural path between a variable's definition and all of its subsequent uses.

Difference from All-Uses: While "All-Uses" is satisfied if you reach a use point via one
clean path, "All-DU-Paths" demands you test multiple different routes to reach that same use
point if multiple routes exist. This guarantees that different execution branches do not
accidentally alter or corrupt the data along the way.

4. Real-World Simple Analogy (Non-Coding)

Let’s look at a simple real-world scenario to see how these strategies alter our testing focus.

Scenario: An Automated Hotel Booking Kiosk
Imagine a guest interacting with a digital hotel check-in screen:

Definition (d): The guest scans their credit card. The system saves the variable
PaymentMethod.

P-use 1 (Decision): System checks if the card is a Premium Rewards card to offer a free
room upgrade.

P-use 2 (Decision): System checks if the card is an International card to calculate foreign tax
rates.

. C-use 1 (Calculation): System charges the base room fee to the card.

Applying the Strategies to this Scenario:

If you follow the All-Defs Strategy, you only need 1 test case where the card is scanned and
the room fee is charged (C-use 1). You completely ignore checking the room upgrade or
foreign tax logic.

If you follow the All-Uses Strategy, you must design separate test scenarios to ensure the
card data safely reaches the upgrade check (P-use 1), the international check (P-use 2), and
the final billing engine (C-use 1).

5. How to Select the Right Strategy

In a professional testing environment, choosing a data flow strategy is a balancing act
between Cost, Time, and Risk:

For Mission-Critical Software (e.g., medical devices, aviation controls, banking engines):
Teams mandate the All-DU-Paths Strategy because the risk of a logical failure is
catastrophic.

For General Business Applications: Teams typically select the All-Uses Strategy or All-C-
Uses/Some-P-Uses because they provide a highly effective blanket of coverage without
causing a massive explosion in the total number of test cases.

6. Advantages and Disadvantages of Strategy Selection

Advantages:
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Targeted Testing: It helps teams move away from guessing which paths to test by giving
them exact mathematical data criteria to hit.

Catches Structural Side-Effects: Highly effective at finding bugs where a variable works
fine in a straightforward scenario but breaks when a user takes a chaotic, winding path
through alternative menus.

Disadvantages:

Loop Challenges: If a program contains complex or nested loops, the All-DU-Paths
Strategy can become almost impossible to complete due to an infinite number of potential
path iterations.

High Analysis Overhead: Testers must spend a significant amount of time mapping out data
flow graphs and calculating DU pairs before they can write a single test scenario.

7. Summary for the Examiner

Data Flow Testing Strategies provide a structured, mathematical approach to checking data
integrity across a system. By moving systematically from basic coverage (All-Defs) to
rigorous path criteria (All-DU-Paths), these strategies ensure that variables are safely handled
from the moment they are created until they are destroyed.

23. Explain the components of Decision tables.(R - Dec 2022)

24. Briefly Explain about a detailed manner about state graphs. (R - Dec 2024)

May 2023
20. Discuss the three distinct kinds of Testing.

1. Introduction to the Three Levels of Testing

In software engineering, testing is categorized into distinct types or levels based on what part
of the software is being evaluated, who is doing the evaluation, and how much of the internal
code architecture is visible to the tester.

The three primary, universally recognized kinds of software testing are:

Unit Testing

Integration Testing

System Testing

Together, these three kinds of testing form a continuous quality ladder. As software moves up

from tiny individual code statements to a fully functional complete product, it must pass
through each gate sequentially.

2. Structural Overview of the Levels



To secure maximum marks, you must illustrate how these three kinds of testing sit within the
standard software testing hierarchy:

Unit Testing: Focuses on the smallest individual puzzle pieces.
Integration Testing: Focuses on how those puzzle pieces fit together.
System Testing: Focuses on the completed, whole picture.

3. Real-World Simple Analogy (Non-Coding)

To easily understand the distinct focus of each testing kind without code, think of a company
manufacturing a Digital Wristwatch:

Unit Testing Phase: The quality technician inspects the tiny components entirely on their
own before assembly. They check if the small LED light bulb shines when hooked to a test
battery, or if a single button physically clicks properly.

Integration Testing Phase: The technician snaps the button mechanism into the digital
circuit board. They test specifically if pressing the button sends an electrical signal that
successfully toggles the LED light. The focus is purely on the connection interface between
the button and the light.

System Testing Phase: The watch is completely assembled inside its final plastic casing
with the strap attached. The tester puts the watch on their wrist, goes swimming to test
waterproof depth, drops it onto concrete to test shock resistance, and sets an alarm to ensure
the overall product functions as advertised for a retail customer.

4. Deep Dive into the Three Kinds of Testing

To build a thorough 20-mark answer, we must break down each kind of testing using five
parameters: Definition, Scope, Visibility, Performer, and Example.

Kind 1: Unit Testing

Definition: The testing of individual software components or isolated modules to ensure their
basic calculation and processing logic is correct.

Scope: It is the lowest, most granular level of testing. Modules are completely cut off from
the rest of the application using mock inputs to avoid outside dependencies.

Visibility (White-Box): Highly structural. The tester has 100% full view of the internal logic
paths, statements, loops, and conditions.

Who Performs It: Written and executed exclusively by Software Developers during the
coding phase.

Simple Text Example: Testing the math equation inside an online store's checkout page to
verify that if a user buys an item, a 10% tax rate is calculated and added to the subtotal
correctly.

Kind 2: Integration Testing

Definition: The testing of combined software units to uncover defects in the interfaces, data
transfers, and communication linkages between them.

Scope: It begins once two or more unit-tested modules are connected. It checks for data
corruption, formatting mismatches, or communication delays across system boundaries.



Visibility (Gray-Box): Partial structural visibility. The tester cares less about how code
works inside a single module, and more about how the data variables pass across the bridge
from Module A to Module B.

Who Performs It: Conducted by Integration Specialists or technical software developers.
Simple Text Example: Verifying that when a user clicks "Pay Now" on the checkout page
(Module A), the system accurately transmits the exact currency amount to the external credit
card processing bank (Module B) without dropping any digits.

Kind 3: System Testing

Definition: The testing of a completely integrated, end-to-end software application to
evaluate its compliance with specified business requirements.

Scope: The system is treated as a complete whole. Testing includes not only functional
business rules, but also non-functional traits like speed, security under high load, installation
stability, and usability.

Visibility (Black-Box): Zero structural visibility. The internal code architecture is
completely hidden. The tester interacts with the system via standard user menus, entering
inputs and evaluating outputs.

Who Performs It: Independent Quality Assurance (QA) Teams or professional software
testers.

Simple Text Example: Logging into an e-commerce website as a customer, searching for an
item, placing it in the cart, checking out via credit card, receiving a confirmation email, and
checking if the inventory stock dropped by 1 on the warehouse dashboard.

5. Summary Matrix for the Examiner

Include a side-by-side comparison matrix to demonstrate a precise academic understanding of
how these kinds of testing differ:

Characteristic Unit Testing Integration Testing System Testing
Structural (White- Structural &
Testing Type Behavioral (Black-Box
L Box) Functional (Gray-Box) ( )
. Standalone code Interface and Overall system
Primary Focus — . .
correctness. communication links. requirements.

Typographical

. Parameter Functional gaps,
Bugs errors, loop logic .
. mismatches, data performance delays,
Discovered flaws, broken . . )
. loss, timing conflicts. security flaws.
equations.
Specialized o
. Developer's local . P . Production-like test
Environment ] integration server .
workstation. environment.

stubs.



Characteristic Unit Testing Integration Testing System Testing

Complex; requires

Extremely easy; the Moderate; requires diegine through the
Ease of Fixing exact line of code is tracking which side of geing ) &

. ) i whole architecture to

instantly known. the link failed.

find the root cause.

6. Advantages of Utilizing the Complete Testing Chain

Prevents Bug Cascading: Finding a structural calculation bug during Unit Testing costs
pennies to fix. If that same bug escapes into System Testing, it takes hours of diagnostic
tracing to isolate, driving up project costs.

Clear Accountability: Because different professionals handle different levels (Developers
vs. QA), it eliminates personal bias and ensures a double-blind safety net for code quality.
Guarantees Total Coverage: Unit testing proves the components are stable, integration
testing proves they assemble cleanly, and system testing proves the product delivers real
business value to the end customer.

21. Briefly explain about domains and Testability.

1. Introduction to Domains and Testability

In software engineering, testing is heavily focused on data inputs and system structures. To
test a program efficiently, we must understand what data the system accepts (its Domain)
and how easy it is for us to actually verify that the system is processing that data correctly (its
Testability).

These two concepts are deeply interconnected. If a system has a massive, highly complex
input domain, its overall testability drops drastically unless the system architecture is
explicitly designed to make tracking and isolating those variables simple.

2. Understanding Domains in Software Testing

An Input Domain (or Data Domain) is the complete universe of all possible values that a
user can input into a system field, or that one software module can pass to another.

A. Components of a Domain
To structure your answer for the examiner, divide a domain into three clear regions:

Valid Domain: The set of all correct, lawful inputs that the system is designed to accept and
process to complete a successful transaction.

Invalid Domain: The set of all incorrect, out-of-bounds, or structurally malformed data that
the system must detect and reject with an error message.

Domain Boundaries: The exact mathematical edges or borders where data changes its
structural meaning (e.g., the transition point from a positive number to a negative number).



B. The Challenge of Domain Dimensions

If a system field checks a single input (e.g., Age), it is a One-Dimensional Domain. If it
evaluates multiple inputs simultaneously (e.g., Age AND Annual Income), the domain
expands into a Multi-Dimensional Matrix, which makes isolating bugs much harder.

3. Understanding Software Testability

Testability is a non-functional software attribute that describes the degree to which a
software artifact (such as a requirement, design document, or module of code) supports
testing activities. Simply put: How easy or difficult is it to find bugs in this system?

According to software testing theory (specifically James Bach's framework), testability relies
heavily on two foundational operational principles:

Principle 1: Controllability

Definition: The ease with which a tester can manipulate the software’s internal states, feed it
specific inputs, and force it down a desired execution path.

Low Controllability Example: A system relies on a random third-party weather clock to
execute an action. Because the tester cannot control the weather clock, they cannot easily test
the feature.

Principle 2: Observability

Definition: The ease with which a tester can see, read, and verify the outputs, internal state
changes, and error logs generated by the software.

Low Observability Example: A system processes an input, saves it to a hidden database, but
prints absolutely nothing on the screen and generates no history log. The tester has no visual
way to verify if the calculation succeeded.

4. How Domains Directly Impact Testability

To secure full marks, you must explain the relationship between these two concepts. A
system's Domain characteristics dictate its Testability metrics in the following ways:

A. Size-to-Testability Ratio

If an input domain is infinitely large (e.g., an open text comment box), testing every single
variation is impossible. This reduces testability. To restore testability, testers must use
Domain Partitioning to cut the infinite field into a few highly manageable representative
boxes.

B. Matrix Interaction and Observability

When multiple domains cross over, a change in one data variable can cause a hidden side-
effect in an entirely separate part of the system. If the system's observability is poor, these
cross-domain interaction bugs will remain completely invisible during standard test runs.



5. Real-World Simple Analogy (Non-Coding)

Let’s look at a physical manufacturing scenario to see how domains and testability interact in
real life.

Scenario: A Vending Machine Product Chute
Imagine a mechanical vending machine that dispenses snack items.

The Input Domain: The physical dimensions (height, weight, and width) of the snack items
you place into the internal spirals.

Valid Domain: Items that match standard chip bags or soda cans.

Invalid Domain: A massive 2-liter bottle, or a tiny single piece of loose chewing gum.

The Machine’s Testability: How easily a technician can verify that the machine functions
perfectly.

High Testability: The vending machine has a glass door (High Observability) so the tech
can watch the coils turn, and a manual diagnostic button panel (High Controllability)
inside to rotate individual slots on command.

Low Testability: The machine casing is solid, opaque steel with no windows, and there is no
diagnostic mode. The only way to test it is to repeatedly feed it real dollar bills from the
outside and guess what happened inside based on whether a snack drops out.

6. Steps to Optimize Domain Testability

Engineering teams intentionally design systems to ensure high testability across data domains
by following these steps:

. Clear Boundary Specifications: Requirements must define the exact mathematical limits of
the domain (e.g., do not just write "Accepts a reasonable number,” write "Accepts whole
integers from 1 to 999").

Expose Internal States (Logs): Build robust tracking systems so that whenever an input
travels across a domain boundary, a clear entry is printed to an internal log file. This
maximizes observability.

Isolate Variables: Design software modules so that they only evaluate one input domain at a
time, preventing multi-dimensional interaction clutter. This maximizes controllability.

7. Advantages and Disadvantages of High Domain
Testability

Advantages:

Lower Development Costs: When a system is highly testable, QA teams identify critical
boundary errors early in the lifecycle, preventing expensive post-release hotfixes.

Enables Automation: High controllability and observability allow automated testing
programs to effortlessly inject domain data values and verify results at lightning speeds.
Higher Code Reliability: Clear domain mapping ensures that unexpected data inputs (like
malicious hacks) are cleanly caught and handled by error gates.



Disadvantages:

Added Architectural Overhead: Building extra diagnostic dashboards, extensive logging
hooks, and clear data separation layers requires extra planning and initial development effort.
Potential Security Risks: If a system exposes too many internal operations or log directories
to improve observability, it can accidentally give malicious attackers clues on how to bypass
security measures if those logs are not properly locked down.

22. Explain the model of Domain Testing.(R - May 2021)

23. Describe the various steps in data flow testing.

1. Introduction to the Data Flow Testing Process

Data Flow Testing is a structural (White-Box) testing method that maps and executes test
paths based on the lifecycle of variables within a program. It tracks where a variable is
created or given a value (Definition) and where that value is read, calculated, or used to make
a decision (Use).

To implement data flow testing systematically on an application, testers follow a rigorous,
step-by-step engineering process. This sequence transforms raw logic or requirements into a

clear visual graph, isolates critical variables, maps their lifecycles, and executes targeted
data-driven test scenarios.

2. Core Operational Steps in Data Flow Testing

To secure maximum marks, you must present the implementation process as a series of
sequential, interlocking phases:

Step 1: Source Code or Requirement Analysis

The process begins with a static analysis of the software component's design specification or
source code structure.

Objective: The tester reads the logic to understand the data transformations, identifying the
entry gates, the calculation modules, the loops, and the final exit points.

Step 2: Construction of the Control Flow Graph (CFG)

Before data can be tracked, the tester must map out the underlying structural roads of the
application. The logic is converted into a geometric Control Flow Graph (CFG).

Nodes: Represent statements or blocks of sequential actions.

Edges: Represent the transfer of control (the arrows) connecting the nodes.

Decision Nodes: Points where the execution path splits into separate branches based on a
condition.

Step 3: Selection and Identification of Target Variables



A program can contain dozens of variables, some of which are minor structural counters.
Testers prioritize and isolate critical business data variables that have a high risk of causing
system failure if corrupted.

Objective: Create a master inventory list of specific variables that will be tracked
individually across the CFG.

Step 4: Classification of Data Actions (Annotating the Graph)

Once the variables are chosen, the tester walks through every single node and edge on the
CFG to observe what happens to those variables. Each node is annotated with one of three
data states:

Definition ($d$): The variable is initialized or allocated a value.

Computational Use ($c\text{-use}$): The variable's value is read to calculate a new number
or output.

Predicate Use ($p\text{-use}$): The variable's value is read inside a decision node to choose
a branching path.

Kill ($k$): The memory space for the variable is destroyed or reset.

Step 5: Mapping Definition-Use (DU) Chains

The tester draws direct lines connecting the exact node where a variable is born (Definition)
to every subsequent node where that exact value is consumed (Use).

Rule of a DU Chain: The path between the Definition node and the Use node must be
completely definition-clear, meaning the variable cannot be overwritten or killed by an
intermediate statement along that route.

Step 6: Application of Data Flow Testing Strategies

Because a single variable can have a massive number of potential routes between its
definition and its uses, the tester applies a formal coverage strategy to narrow down the scope
based on the testing budget and project risk:

All-Defs Strategy: Test at least one path from each definition to any single use.

All-Uses Strategy: Test clear paths from each definition to every single computational and
predicate use.

All-DU-Paths Strategy: The most rigorous strategy; test all distinct structural paths
connecting a definition to its uses, ensuring loops or alternative branches don't corrupt the
information along the way.

Step 7: Test Scenario Generation and Input Sensitization

The mathematical DU paths are now converted into actual, practical test cases. The tester
performs path sensitization, which means figuring out the exact, real-world data inputs
required to force the application to physically walk down the selected data route.



Objective: Write down the clear step-by-step test configuration, defining the test data inputs
and the exact expected system outputs.

Step 8: Execution, Verification, and Defect Logging

The final operational step. The tester feeds the sensitized data into the running system
(manually or via automated test runners) and observes the lifecycle behavior.

Verification: The tester checks if the actual path matches the expected path, and maps the
output for Data Flow Anomalies (such as a variable being read before it was defined, or
values being defined twice consecutively without ever being read). Mismatches are formally
logged as bugs.

3. Real-World Simple Analogy (Non-Coding)

Let’s look at a clear, non-technical scenario to see these steps execute in a real-world
workflow.

Scenario: A Prescription Medication Tracking System in a Hospital
Imagine a hospital setting up a tracking system to ensure a patient safely receives medication:

Step 1 & 2 (Analysis & Graphing): The hospital safety inspector maps out the physical
route a prescription takes from the Doctor's desk $\rightarrow$ Pharmacy $\rightarrow$
Nursing Station $\rightarrow$ Patient's Bedside.

Step 3 (Select Variable): The inspector isolates the variable MedicationDosage.

Step 4 & 5 (Classification & DU Chains): * Definition ($d$): The Doctor writes "50mg"
on the chart.

C-use: The Pharmacy reads the chart to count out the physical pills.

P-use: The Nurse reads the chart at the bedside to check if the dosage matches the patient's
ID wristband before administering it.

The inspector draws a direct dependency line from the Doctor's pen to the Nurse's hands (The
DU Chain).

Step 6 & 7 (Strategy & Design): The inspector chooses an "All-Uses" strategy. They design
a test script where a mock patient profile is loaded with an intentional 50mg dosage rule to
ensure both the pharmacy count and the nurse check trigger seamlessly.

Step 8 (Execution): The inspector physically follows a test file through the ward. If the
pharmacist misreads the data or the chart values blur mid-route, an anomaly is discovered and
resolved.

4. Advantages and Disadvantages of the Data Flow Testing
Process

Advantages:

Precision Targeting: It replaces random testing with a highly scientific, structured roadmap
that guarantees critical variables are checked systematically.
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Exposes Structural Side-Effects: Highly effective at uncovering complex memory errors,
calculation oversights, and unintended interactions where a change in one menu accidentally
ruins data inside another.

Provides Clear Exit Criteria: Tells a manager exactly when data checking is
mathematically complete based on the percentage of DU chains successfully covered.

Disadvantages:

High Complexity: In systems with hundreds of interacting variables and complex loops,
mapping out graphs and DU chains manually becomes incredibly overwhelming.

High Overhead: The initial analysis, graph notation, and path sensitization phases require
significant engineering hours and specialized diagnostic tools before execution can even
begin.

24. Explain in detailed about state Graphs. (R - Dec 2024)

May 2024

20. Elaborate the model for testing.(R - Dec 2022)

21. Briefly explain various testing techniques with
examples.

1. Black-Box Testing Techniques (Behavioral Testing)
Definition

Black-Box testing focuses entirely on the external behavior and functional requirements
of the software. The tester has no access to the internal code structure, architecture, or
database logic. They provide inputs and verify if the resulting outputs match the expected
business rules.

Core Techniques and Examples:
A. Equivalence Partitioning (EP)

Concept: The input data space is divided into logical groups called "partitions."” It is assumed
that the system will behave exactly the same way for any value chosen within a specific
partition.

Example: A flight booking system offers a student discount for users aged 18 to 25. The
input data is carved into three partitions:

Invalid Partition: Under 18 (e.g., age 15) $\rightarrow$ No discount.
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Valid Partition: 18 to 25 (e.g., age 21) $\rightarrow$ Applies discount.

Invalid Partition: Over 25 (e.g., age 30) $\rightarrow$ No discount.

Testers pick just one representative value from each group to test, saving time.
B. Boundary Value Analysis (BVA)

Concept: Experience proves that software bugs frequently hide at the extreme edges or
boundaries of input fields. BVA focuses on testing the exact minimum, maximum, and just-
outside-the-line values.

Example: Using the same student discount age limit (18 to 25), the explicit boundary test
points chosen would be:

17 (just outside the valid edge)

18 (exact lower boundary)

25 (exact upper boundary)

26 (just outside the valid edge)

C. Decision Table Testing

Concept: A tabular matrix used to map complex business rules where multiple input
conditions interact simultaneously to trigger various system actions.

Example: An ATM cash withdrawal check evaluates three conditions: Is the PIN correct?
Does the account have a sufficient balance? Does the physical machine have cash left? The
table maps all combinations to actions like Dispense Cash, Show Error Message, or Retain
Card.

2. White-Box Testing Techniques (Structural Testing)
Definition

White-Box testing focuses on the internal structure, code logic, control flows, and
variables of the software application. The tester must have deep programming knowledge
and full visibility into the source code to ensure that all execution paths operate perfectly.

Core Techniques and Examples:
A. Statement Coverage

Concept: Designing test cases to ensure that every single physical line or block of code is
executed and verified at least once during a test run.

Example: A program evaluates if a customer qualifies for free shipping. If the order total is
over $50, an internal line of code adds a "Free Shipping" voucher. The tester must input an
order total of $60 to force the execution flow to run through that hidden voucher statement
block to ensure it doesn't crash.

B. Branch / Decision Coverage

Concept: Validating that every decision point in the program's control flow forks down both
its True and False paths at least once.

Example: A login screen evaluates a password match. It has a split branch: If True, log the
user into the portal. If False, display an error message and lock the attempt counter. To
achieve complete branch coverage, a tester must run two distinct test scenarios: one with a
correct password and one with an incorrect password.



C. Data Flow Testing

Concept: Tracking the exact life cycle of critical variables across a program's path graph,
monitoring where a piece of data is created (Definition), where it is read (Use), and where it
is cleared (Kill).

Example: Tracking a user's PromoCode variable. The system must verify that the code is
formally defined when typed, correctly used inside the checkout billing engine to subtract a
discount, and cleanly killed or cleared once the transaction finishes so the user cannot reuse
the exact same code on a second transaction.

3. Gray-Box Testing Techniques
Definition

Gray-Box testing is a hybrid approach combining elements of both black-box and white-
box testing. The tester interacts with the software from the outside using functional screens
(black-box style) but possesses a conceptual understanding of the internal database structure,
system architecture, or data schemas (white-box style).

Core Techniques and Examples:
A. Database / SQL Query Testing

Concept: Verifying that data entered into the user interface translates smoothly and safely
into permanent system tables.

Example: A tester fills out a user registration form on a website and clicks "Submit.” They
then open the database server and run a back-end query to check if the data matches the
record perfectly, ensuring no fields got corrupted or truncated during the transit layer.

B. Web Services & API Testing

Concept: Evaluating the communication pathways and payload exchanges between two
entirely different system architectures.

Example: A travel application requests flight data from an airline's main mainframe. The
tester sends a direct text data request to the service interface and verifies that the system
returns a properly structured message containing valid flight numbers and seat tables.

Key Comparison Matrix for Quick Review

Feature Black-Box Testing White-Box Testing Gray-Box Testing
. External Full internal source Partial view; knows

Visible . . . .

behavior/menus only. code architecture is high-level
Scope L . .

Code is hidden. visible. architecture/DB maps.
Primar To validate compliance To validate structural To validate end-to-end
Goal y with user logic and coverage data integrity across

requirements. completeness. layers.



Feature Black-Box Testing White-Box Testing Gray-Box Testing

Independent Quality

Primary Software Developers Specialized Technical
Assurance (QA) .

Performer / Programmers. Automation Testers.
Teams.
Requires business and Requires deep Requires database

Knowledge . . . . .

Level operational domain technical coding and architecture and data
expertise. algorithm skills. format knowledge.

22. Briefly explain about domains and interface testing

1. Understanding Data Domains

A Domain represents the complete universe of all possible values that can be entered into an input
field or passed between system components. To test efficiently, a massive input space is categorized
into distinct logical groups:

Valid Domain: The set of all acceptable data values that the system is designed to process
successfully (e.g., entering a standard numerical pin).

Invalid Domain: The set of all unapproved data values that the system must safely detect
and reject with a helpful error message (e.g., entering letters into a phone number field).
Domain Boundaries: The exact mathematical edges or borders where data transitions from
one logical classification to another. Experience proves that developers frequently make
minor logic errors precisely at these cutoff points.

Core Testing Objective:

Instead of testing an infinite amount of random data, testers use Domain Testing to pick a
single representative value from within each domain group and combine it with explicit tests
right on the boundary edges.

2. Understanding Interface Testing

While domain testing focuses on the data itself, Interface Testing is a grey-box or black-box
technique that focuses on the bridges or pathways through which that data travels between
two entirely separate software modules, components, or systems.

An interface is a contract or communication channel connecting a sender and a receiver.

Interface testing ensures that this connection handles data transfers, formatting rules, and
timing signals without failure.

The Three Common Types of Interfaces:



User Interface (Ul): The visual layout (menus, text boxes, buttons) through which a human
interacts with the backend logic.

. Application Programming Interface (API) / Web Services: The digital channel that allows
two entirely independent software programs to request and exchange data.

Hardware Interface: The physical or logical ports connecting a software system to external
physical devices (e.g., a cash register software connecting to a receipt printer).

3. How Domains and Interface Testing Intersect

To build a thorough academic answer, you must explain how these two concepts connect.
When Data Domains travel across an Interface, testers watch out for three specific failure
modes:

Data Type Mismatches: If the input domain of Module A generates a date formatted as
DD/MM/YYYY, but the receiving interface of Module B expects MM/DD/YYYY, the data will
corrupt or trigger a crash at the boundary line.

Size and Capacity Limits: If a user interface text domain allows a customer to type a long
100-character name, but the database storage interface can only accept a maximum domain
limit of 50 characters, the interface will truncate the data, resulting in a system error.

Error Propagation: If an invalid domain input passes through an interface, does the
interface safely transmit the resulting error message back to the sender, or does it leave the
connection hanging, causing a system timeout?

4. Real-World Simple Analogy (Non-Coding)

Let’s look at a non-technical scenario to see how domains and interfaces work together in
everyday life.

Scenario: An International Mail Shipping Center

Imagine a shipping warehouse that sorts packages traveling from a domestic facility to an
international cargo airplane.

The Domain: The physical packages being processed.

Valid Domain: Standard cardboard boxes weighing between 1 kg and 30 kg.

Invalid Domain: Packages weighing over 30 kg (too heavy for a single worker) or illegal
hazardous materials.

The Interface: The physical loading dock door and conveyor belt connecting the domestic
delivery truck to the international processing facility.

The Interface Testing Process: The inspector checks that the loading dock conveyor belt
runs at the right speed, handles package transfers smoothly without jamming, and
automatically stops if a package from an invalid domain (e.g., an unlabelled box weighing 50
kg) tries to cross the boundary threshold.

5. Key Comparison Matrix for the Examiner



Feature

Primary Focus

Testing Goal

Common Bugs
Caught

Visibility
Classification

Domain Testing

The structural values, bounds,
and groups of data inputs.

Validates that the system

processes data values correctly.

Off-by-one boundary errors,
math flaws, invalid inputs
accepted.

Primarily Black-Box (Focuses on
input/output rules).

Interface Testing

The communication bridges and data
transfer links between modules.

Validates that data moves between
subsystems without distortion.

Parameter mismatches,
communication timeouts, data
truncation.

Primarily Gray-Box (Requires
awareness of communication data
formats).

6. Main Benefits of Combining Both Approaches

Guarantees End-to-End Integrity: Domain testing proves that individual data sets are
clean, while interface testing proves that those data sets can travel across the entire enterprise

architecture safely.

Isolates Failures Easily: By testing the interface boundaries directly, teams can instantly
identify whether a system crash was caused by a calculation error inside a specific module or
a breakdown in the communication layer connecting them.

Prevents Integration Roadblocks: Running interface audits early ensures that independent
development teams don't waste time building incompatible components that fail to
communicate when merged together.

23. Briefly discuss about linguistics metrics.(R - Dec 2022)

24. Discuss about the components of decision tables. (R - Dec 2022)




